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1 Hardware Security

Overview of the research area:
e 24 papers [5, 29, 6, 20, 1, 42, 43, 2, 28, 32, 30, 31, 15, 7, 8, 35, 33, 10, 9, 22, 11, 13, 12, 23]
e 1,690 citations
e Awards:

2025 Communications of the ACM Research Highlights article [8, 13]

2023 Arm’s response UnTrustZone [10] https://developer.arm.com/documentation/109291/latest
2022 Top Picks in Hardware and Embedded Security [42]

2021 NSF CAREER Award on novel analog-domain hardware Trojans and a defense mechanism
2021 DARPA Director’s Fellowship on transistor aging based attacks

2020 R&D 100 award for a routing-congestion-based technique to defend against untrusted foundries [32]
2019 DARPA Young Faculty Award on uncovering and erasing latent analog-domain information

in memory circuits

2017 Communications of the ACM research highlights article [42, 43]

2016 IEEE Security and Privacy Best Paper Award [42]

2016 Pwnie Awards Most Innovative Research Award finalist [42]

2011 Invited USENIX login; article [5]

e Design-time hardware Trojans and defenses:

First to propose the idea of security-oriented functional verification [5]

First to provide a way to isolate untrusted circuits and make forward progress at the software
level by routing execution around the isolated circuits [5]

First to point-out the attackers need to avoid impacting functionality during functional verifica-
tion [5]

First to present the MUX model of hardware Trojan integration that models the Trojan trigger’s
decision to insert the payload or not [5]

Created the most stealthy and controllable design-time hardware Trojans [5]

First to show that it is not possible to guarantee that a hardware design in free from hardware
Trojans, short of full functional verification [29]

First to build a real-world-processor-errata-inspired dynamic verification of security-critical in-
variants to protect against hardware Trojans and hardware security vulnerabilities [6]

First to propose the idea of post-fabrication security-oriented processor patching [28]

First to propose hardware Trojan-specific security-oriented verification [31]

Expanded the ticking time-bomb hardware Trojan attacker design space by 50% [31]

First to formally model a class of design-time hardware Trojan [31]

The first to propose the idea of translating hardware descriptions to software implementations
for use in existing software testing tools as opposed to bringing, in piece-wise fashion, software
testing advancements to existing hardware testing tools [33]

The first open source hardware fuzzer [33]



The highest performance and most effective fuzzer for Verilog designs [33]

e Fabrication-time hardware Trojans and defenses:

First hardware Trojan to exploit analog-domain functionality to create an ultra stealthy, but
attacker-controllable hardware Trojan [42]

First tool to quantify the hardware Trojan design space for an integrated circuit [30]

First to propose using routing congestion to prevent the insertion of fabrication-time hardware
Trojans [32]

e Other hardware security:

First paper to show that a consequence of approximate computing is the exposure of analog-
domain artifacts that attackers can used to eliminate user privacy [20]

First software-only defense to rowhammer attack [1]

First attack to exploit separated voltage domains as a short-term data retention attack [8]

First steganographic channel using systematic imprinting of data in SRAM’s analog domain (as
revealed through power-on states) [7]

First long-term data retention attack on Arm TrustZone devices [10]

First paper to propose and implement a time-dependent Physical Unclonable Function (PUF),
enabling time-dependent functionality [9]

First hardware watermarking scheme to include cross-device, per-device, and time-dependent
watermarks [9]

First violation of Texas Instruments IP encapsulation technology that enables arbitrary read,
write, and execute access to secure memory [22]

First use of precisely controlled interrupt timing to create return oriented programming gadgets
in a trusted execution environment [22]

First to leverage the relatively stable manufacturing-time variation inherent to otherwise digital
circuits as a Physical Unclonable Function (PUF) to fingerprint FPGAs [11]

First to use SRAM data retention voltage as an indicator of device age [12]

First to use SRAM data retention time as a controllable, fine-grain mechanism to control system
voltage to measure device age [12]

First to use a large data set of real new and aged devices to model the impact of transistor aging
on key analog domain properties [12]

First paper to close the confused deputy loophole [22] that undermines all commercial and aca-
demic embedded device trusted execution environments [23]

2 Energy Harvesting/Intermittent Computation

Overview of the research area:

13 papers [34, 4, 14, 40, 41, 15, 18, 19, 24, 37, 36, 38, 39]

609 citations

Awards: ISCA 50-year Retrospective selected paper [4]

First to relate challenges in intermittent computation to database ACID properties; observe that
memory durability differences cause consistency problems during re-execution of a code region [34]
First to use idempotence as a central support mechanism for intermittent computation [34]

e First automatic (i.e., compiler only) intermittent computation system [34]

e First hardware support mechanism that allows intermittent computation without processor modifica-
tion [4]

e First hardware support for tracking software-level idempotence [4]

e First and only intermittent computation system that runs on the more ubiquitous and highest perfor-
mance Flash-based devices [40]

e First to propose using latent charge in the system’s energy storage capacitor to retain software state [40]
e First to analyze and leverage properties about the off time of energy harvesting systems [40]

e First to use energy harvesting to increase software security through side-channel isolation and quanti-



zation [14]

First comprehensive analysis of the security requirements of checkpointing mechanisms for intermittent
computation/energy harvesting systems [24]

First deployable dynamic energy buffering mechanism that provides responsiveness and persistence in
the presence of unpredictable energy availability and dynamic software [37]

First true random number generator and physical uncloanable function for energy harvesting de-
vices [15]

e First testbed of ultra-low size, weight, and power devices targeted at energy harvesting deployments [38]
e First to use spare SRAM main memory as a software managed instruction cache for embedded de-
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vices [39]
First continuous checkpointing intermittent computation support system that exploits SRAM’s time-
dependent non-volatility [36].

Mutational Coverage-guided Fuzz Testing

Overview of the research area:

8 papers [16, 26, 17, 33, 25, 27, 21, 3]

5H5 citations

Awards: Best poster award [25]

First to expose coverage tracing as the primary source of run-time overhead in fuzzing [16]

First to show that after even a short time fuzzing, most test cases are uninteresting and discarded
without impacting the fuzzing control loop [16]

First to propose the idea of encoding the code coverage frontier in the binary itself to avoid coverage
tracing in the common case of uninteresting test cases [16]

e The fast fuzzing system for binary-only fuzzing in the world, improving existing systems 7x [16]
o The first fuzzing-oriented black-box binary rewriter [26]

The first to propose making fuzzing-specific binary transformations a first-class abstraction in a binary
rewriter [26]

The fastest binary rewriter for fuzzing use cases, improving upon existing rewriters by 2x [26]

The first to get both edge and hit count code coverage without always-on coverage tracing [17]

The highest performance and most effective software fuzzer [17]

The first hardware fuzzer to leverage existing software fuzzers [33]

The first to propose the idea of translating hardware descriptions to software implementations for
use in existing software testing tools as opposed to bringing, in piece-wise fashion, software testing
advancements to existing hardware testing tools [33]

The first open source hardware fuzzer [33]

The highest performance and most effective fuzzer for Verilog designs [33]

The first target-tailored directed fuzzer [25]

The first to show the dangers of state-of-the-art persistent fuzzing [27, 21]

The first to propose the idea of self-resetting programs that undo persistent state changes for correct
single-process fuzzing [27, 21]

The highest performance, most effective fuzzer for Windows and Linux programs [27, 21]

e First fuzzer designed specifically for Digital Signal Processors (DSPs) [3]
e The first variant of coverage-guided tracing [16, 17] that combines the oracle and coverage binary and

dynamically re-instruments the combined binary as new coverage is found [3]
The first semi-hosted fuzzer to push most fuzzing tasks on-device, minimizing host-device communica-
tion and coordination [3]
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