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Abstract. With the increasing complexity of software applications, shrinking IT
budgets and the spiraling cost of developing software, many organizations in both
the public and private sectors are turning to third-party software suppliers including
outsourced teams, partners and open source to develop their applications. According to a recent study conducted by Forrester Consulting and Coverity [1], almost all
organizations are using some form of third-party code in their products, and over
40% rely on software from three to five different software suppliers.
The use of COTS tools in military environments is no longer
limited to hardware. COTS software is increasingly making its
way into military platforms. In systems where the use of existing
commercial components is both possible and feasible, it is no
longer economically feasible for the government to specify, build,
and maintain a large array of comparable proprietary products.
However, commercial third-party code is typically not tested
with the same level of rigor as internally developed code. As
software complexity grows, additional software capabilities bring
many more lines of code, and greater opportunity for error. That
means a defect could be lurking in the third-party code that
could cause a significant breach or security issue.
Organizations are recognizing the need for end-to-end
accountability for the quality and security of the code in their
products, regardless of who actually created the code. There is
a need for efficient processes to enforce consistent software
code governance across the software supply chain.

Software Code Governance
The initial focus of software code governance was to assure
software quality and security of in-house developed code by
establishing clear guidelines and procedures such as the FDA’s
recommendation that infusion devices be tested with static
analysis and DO-178C, Software Considerations in Airborne
Systems and Equipment Certification for the avionics industry.
Today, we see software code governance gaining momentum
in a wide variety of industries as organizations seek to drive
greater accountability and efficiency within distributed development teams and to achieve better visibility and control over
third-party code.

A Multi-Step Process
Software code governance cannot be achieved with the click
of a button. It is a process that needs to be embraced by the organization and enforced across the internal and external supply
chain. The process will vary by organization based upon whether
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you are trying to establish governance across internal teams,
with outsourcers, offshore development teams, or partners, and
whether you have access to source code for the application.

Establish Acceptance Criteria
Automated code testing solutions enable managers to establish
and enforce consistent measures for quality and security across
the software supply chain. Organizations can use automated code
testing to establish acceptance criteria with their suppliers. For
example, it could be mandated in the contract that all code must be
tested with static analysis. Static analysis testing produces results
that are repeatable, measurable and objective. To support static
analysis testing, policies can be automatically established to ensure
that there are no uninspected defects and no high impact quality
and security defects in the code. A strict acceptance criteria can
be established so that all found defects must be addressed before
the code is accepted. This approach puts the onus on the software
supplier to ensure their code is of high enough quality to pass the
established acceptance criteria and would be a practical solution in
situations where you do not have access to source code.

Auditing Mode
Another approach to ensuring quality and security across
the supply chain is to establish auditing rights with suppliers.
Organizations that purchase source code can reserve the right
to analyze the supplier’s code and report back results. This could
be implemented as part of the integration phase of the lifecycle.
This auditing right helps the organization measure quality in
a consistent manner across their supply chain and with their
internal teams. It also enables the organization to provide recommendations and results of the analysis back to the supplier
giving them an opportunity to fix the defects. Once a baseline
for quality and security has been established with a supplier, a
policy can be enforced that no new defects are allowed as new
defects could introduce risk into the overall project.

Self-Certification
Organizations who are supplying code can also be encouraged to take proactive measures to “self-certify” the quality of
their code before delivering it. NNG, a pioneer of navigation
software and the developer of iGO Navigation solutions has
adopted such an approach in the private sector. It has deployed
static analysis to deliver high quality software and accelerate
time-to-market for software delivery to its supply chain. NNG
has delivered navigation solutions to more than 150 business
customers including the world’s leading original equipment
manufacturers. Its navigation software is at the heart of millions
of products from in vehicle infotainment systems and smartphones to personal navigation devices.
NNG has embedded static analysis into their development
process so every new line of code is tested before it is released
into the market. It enables them to track and manage defects
between 28 projects and different code branches comprising
over 1 million lines of code. As a result of development testing,
NNG has been able to establish standardized metrics for measuring software quality across the supply chain and remove cost
and complexity from its own software development activities.
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Conclusion
Establishing and enforcing acceptance criteria and negotiating the right to audit the software quality are two concrete steps
organizations can take to maintain the highest levels of quality
across their software supply chain. As software and supply
chains continue to become more complicated, and organizations
continue to deliver more innovation, and at the lowest cost possible, the ability to enforce consistent standards for quality will
become increasingly important.
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CALL FOR ARTICLES
If your experience or research has produced information that could be useful to others,
CrossTalk can get the word out. We are specifically looking for articles on softwarerelated topics to supplement upcoming theme issues. Below is the submittal schedule for
three areas of emphasis we are looking for:

Securing the Cloud
Sep/Oct 2013 Issue
Submission Deadline: April 10, 2013
Real-Time Information Assurance
Nov/Dec 2013 Issue
Submission Deadline: June 10, 2013
Please follow the Author Guidelines for CrossTalk, available on the Internet at
<www.crosstalkonline.org/submission-guidelines>. We accept article submissions on
software-related topics at any time, along with Letters to the Editor and BackTalk. To see
a list of themes for upcoming issues or to learn more about the types of articles we’re
looking for visit <www.crosstalkonline.org/theme-calendar>.
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