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Abstract. This research explores the use of operational risk identification and
mitigation techniques during the engineering process to determine whether this
increased focus would have a positive effect on project outcomes. An approach using
operational risk considerations to enhance the discovery of end user needs during an
Agile engineering process is presented, and the results of a survey are provided.
Introduction
One missing aspect of most engineering processes as
implemented on a project is an explicit focus on operational
risk — that is, the evolving risk to the needs of the end user. This
lack of focus on operational risk allows the creation of a chasm
between evolving needs and delivered capabilities. The longer
the time between identifying needs and delivering capabilities,
the wider that gap becomes. This makes the end user less likely
to deem the capabilities operationally effective.
Agile engineering approaches have emerged to help decrease the time between the identified need and the delivered
capability by engaging end users actively in various planning and
demonstration activities[1]. This active engagement of end-users establishes the groundwork for implicitly mitigating operational risk, however Agile methodologies still fail to explicitly use
operational risk as a mechanism to ensure the evolving capability reduces the end user’s evolving operational risk. Wrubel and
Gross describe this disconnect, stating, “… [R]equirements for
any given system are highly likely to evolve between the development of a system concept and the time at which the system is
operationally deployed as new threats, vulnerabilities, technologies, and conditions emerge, and users adapt their understanding of their needs as system development progresses.” [2]
Operational Risk

Operational Risk
Management

The possibility of suffering mission or business loss.
An operational practice with processes, methods, and tools for managing
risks to successful mission and business outcomes.
It provides a disciplined environment for proactive decision making to:
- continually assess what could go wrong (operational risks)
- determine which operational risks are most important to deal with, and
- implement strategies to address operational risk

Table 1. Operational Risk Definitions
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In his 2015 report to Congress on the state of defense acquisition, the Honorable Frank Kendall, under secretary of defense for
acquisition, technology and logistics, observed that the Department of Defense was optimizing cost and schedule performance
over technical advancement, stating, “… [T]here is evidence that
we have been pursuing less complex systems with about the
same or less risk since 2009. This aligns with my concern that in
some areas we may not be pushing the state-of-the-art enough
in terms of technical performance. This endangers our military
technical superiority. In my view, our new product pipeline is not as
robust as it should be at a time when our technological superiority
is being seriously challenged by potential adversaries. Not all cost
growth is bad; we need to respond to changing and emerging
threats.” [3] These emerging threats, vulnerabilities and technology changes increase operational risk.

Operational Risk Management
Operational risk management is widely practiced in the banking
industry and in military operations. In the banking industry, operational risk focuses on mitigating catastrophic financial loss and
controlling the propagation of that loss to other banks and across
international boundaries. In the military, operational risk has an
emphasis on safety hazards and their impact on mission outcomes.
Both of these applications of operational risk management form a
foundation for a more robust treatment of operational risk.
Operational risk within the banking industry is focused on
reducing the probability of loss due to events such as fraud, mismanagement, system failures, failed investments or legal considerations. Banks estimate their risk exposure, establish mitigation
activities and set aside financial reserves to cover loss. In 1974,
the Bank for International Settlements (BIS) established the
Basel Committee on Banking Supervision to develop standards
for international banking focused on risk reduction. These standards evolved from 1988 through 2010 and were known as the
Basel Accord, Basel II and Basel III. The term “operational risk”
emerged during this time and became the leading approach for
managing banking institution risk in the 1990s. [4]
The U.S. Marine Corps defines operational risk as “the process of identifying and controlling hazards to conserve combat
power and resources.” [5] The U.S. Navy defines operational risk
in OPNAV INSTRUCTION 3500.39B as “The process of dealing with risk associated with military operations, which includes
risk assessment, risk decision making and implementation of effective risk controls.” [6] The U.S. Air Force defines risk management as “a decision-making process to systematically evaluate
possible courses of action, identify risks and benefits, and determine the best course of action (COA) for any given situation.”
[7] The guidance document emphasizes personnel health, safety
and environmental factors. The U.S. Army includes guidance
for the management of risk in operational contexts within ATP
5-19 and defines risk management as “The process of identifying, assessing, and controlling risks arising from operational
factors and making decisions that balance risk cost with mission
benefits.” [8] The focus of operational risk in the Marine Corps,
the Navy, the Air Force and the Army is on operational hazards
rather than on a more general definition of operational risk.
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The narrow focus within the banking industry on financial risk
and within military operations on safety hazards decreases the
potential effectiveness of operational risk activities. To that end,
more inclusive definitions of operational risk and operational risk
management are provided in Table 1.
With these more general definitions, any risk to the successful accomplishment of mission or business outcomes could be
identified and addressed. The operational user community can
then participate more fully with the acquisition and engineering
communities in helping manage risk during the project life cycle.
The more robust risk approach [9] is shown in Figure 1 and would
require the acquisition community, the engineering community
and the operational community to actively identify risks from their
unique perspectives, which can then influence project outcomes.
Operational users identify mission and business needs to the
acquisition community based on operational risk and threats. The
acquisition community commits to providing enhanced capabilities
to the end-user at a certain time, for a certain cost. The acquisition community then translates those needs
into requirements which are provided to a set of
engineers who develop and delivery enhanced
capabilities to the end-user while meeting cost
and schedule constraints agreed to with the
acquisition community. The end-users participate
continuously by providing insight into evolving
operational needs and are advocates for the
capability under development.
When operational risks are explicitly captured and addressed as part of the project life
cycle, the resulting capabilities are more likely
to address the evolving operational needs
of the end user, increasing the likelihood of
operational effectiveness of the delivered capabilities and overall user acceptance.

Figure 1. A Robust Risk Approach

Operational Risk-Driven Engineering
Requirements/Engineering Development (ORDERED)
ORDERED is a repeatable method designed to influence engineering activities
throughout the project life cycle with the
purpose of improving project outcomes [10]
through the explicit consideration of operational risk. New or enhanced capabilities are
driven by the mission and business needs of
diverse stakeholders. [11] Mission and business needs increase operational risk when
gaps in current capabilities fail to address
these needs. As new capabilities are developed, mission and business needs evolve,
increasing the operational risk that the new
capability will fail to address these changes.
The ORDERED method ensures that program
requirements and development activities are
enacted with a thorough consideration of
operational risk concerns. ORDERED does
Figure 2. The ORDERED Approach
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ORDERED Taxonomy
A. MISSION
B. BUSINESS
1. Mission Planning
1. Resource Planning
a. Stability
a. Workforce
b. Completeness
b. Budget
c. Clarity
c. Facilities
d. Feasibility
d. Equipment and Systems
e. Precedents
f. Agility
2. Mission Execution
2. Governance
a. Efficiency
a. Policies
b. Effectiveness
b. Procedures
c. Repeatability
c. Organizational Structure
d. Agility
d. Contracts
e. Affordability
e. Analytics
f. Security
f. Compliance
g. Safety
g. Risk Management
3. Mission Outcomes
3. Strategic Planning
a. Predictability
a. Vision and Mission
b. Accuracy
b. Values
c. Usability
c. Goals
d. Timely
d. Objectives
e. Efficient
e. Monitoring
4. Operational Systems
4. Stakeholder Management
a. Throughput
a. Identification
b. Usability
b. Stakeholder Mgmt Plan
c. Flexibility
c. Engagement
d. Reliability
d. Controlling
e. Evolvability
f. Security
g. Supportability
h. Inventory
5. Operational Processes
5. Continuous Improvement
a. Suitability
a. Problem Identification
b. Repeatability
b. Opportunity Identification
c. Predictability
c. Root Cause Analysis
d. Agility
d. Improvement Planning
e. Security
e. Implementation
6. Operational Staff
a. Skill Level
b. Training
c. Turnover
d. Affordability
Figure 3. The ORDERED Taxonomy

Mission Objectives

not replace a program’s current engineering methodology,
but rather augments current approaches with operational risk
considerations. Therefore, ORDERED will work with any life
cycle or engineering method. Figure 2 presents a high-level
overview of the ORDERED approach as it would apply to a
program using an Agile methodology. [1]
Mission and business threats and needs are identified by
end-users during operations and maintenance activities. The
gap between needs and threats and current systems and
operational processes generates operational risk. Operational
risk is captured in the form of individual risk statements, which
define the potential negative outcomes that could impact mission execution or business operations. Essentially, operational
risk is the “loss” that the mission or business may realize.
Operational risk attributes are derived from the risks. These
attributes are characteristics of the system or capability.
Operational risk scenarios are developed to further describe
the risk in terms of the environment or behavior that would
negatively impact mission or business outcomes. The scenarios are then used during the Agile engineering process
to inform activities such as program and release backlog
development and grooming, sprint planning, sprint execution
and deployment strategies. As the mission and business needs
and threats evolve, operational risks are continually identified,
operational risk attributes continue to be identified or refined,
and scenarios are developed or updated.
ORDERED uses a taxonomy to help with risk identification.
A taxonomy is useful both when exploring sources of risk and
when analyzing and classifying identified risks. The ORDERED
Taxonomy is shown in Figure 3. The taxonomy was developed
and simplified by considering personal experience and several
source documents. [12] [13] [14] [15]

Operational Risk and User Stories
Most Agile methodologies capture expected behavior through
the use of user stories. [16] User stories are statements of what
the end user wants from the system or software. These user
stories create the product backlog and are continually updated
to ensure the stories represent the end user’s prioritized needs.
During sprint planning, user stories are moved from the product
backlog to the sprint backlog for implementation planning. Active risk management throughout the Agile engineering process
is a recognized best practice. The development team shares
the responsibility for identifying risks that may impact the sprint,
the project, or larger program. The addition of operational risk
considerations during risk management activities provides a

Business Objectives

1. Detect, contain, and remediate cyber
1. Reduce cybersecurity related incidents.
security threats.

Story ID

2. Analyze trends, determine root
causes, and improve system resilience.

2. Reduce cost of cybersecurity activities.

S001

3. Educate system operators and
maintainers on cybersecurity threats.

3. Position for agency organizational consolidation.

S002

Table 2. CSOC Operational Objectives
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User Story
As a CSOC analyst, I want to be alerted when
an intrusion is detected.
As a CSOC supervisor, I want to be able to
evaluate the effectiveness of CSOC analysts.

Table 3. Initial User Stories
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valuable mechanism to assist in developing the
product backlog and prioritizing user stories for
the sprint backlog.
Consider the Cyber Security Operations
Center (CSOC) with operational mission and
business objectives shown in Table 2.
During planning sessions with end users, the
following user stories describing the expected
behavior of a new incident detection system
could have been captured.
While user stories describe expected or
desired behavior, operational risks address unwanted behavior. Using the ORDERED process,
the CSOC team conducted a risk identification
workshop and identified more than 60 operational risks. The top three are shown below in
Table 4, along with their probability of occurrence (P(O)), impact of occurrence (I(O)) and
overall risk exposure.
As shown in Table 5, these operational risks
were further analyzed by determining their risk
attributes using the ORDERED Taxonomy, attribute concerns, and risk scenarios intended to
influence Agile life cycle activities.
Scenarios are used routinely in systems and
software engineering. The purpose of a scenario
is to describe expected results of a system
during development in terms of actual behavior.
[17] Scenarios describe how the system should
behave under certain conditions or when presented with certain stimuli. [18] Operational risk
scenarios describe potential future unwanted
behavior of the system that would cause mission
or business impact to the operational organization. Similar to the concept of anti-patterns, [19]
operational risk scenarios describe undesirable
outcomes that need to be mitigated because
they increase operational risk. The added insight
provided by identifying and analyzing operational
risks and developing operational risk scenarios
can lead to the creation of additional user stories describing capabilities required to mitigate
the operational risk. Given the risks in the CSOC
example, Table 6 captures additional user stories
influenced by a consideration of operational risk.
The addition of explicit identification and
analysis of operational risks during Agile planning activities can provide a richer discussion
of user stories and improve end user acceptance of the capabilities delivered.

Evaluating the Effectiveness of an
Operational Risk Focus
Since few projects explicitly identify and
capture their end user’s operational risks as

Top "N"

Risk ID

Risk Statement

1

CSOC003

2

CSOC001

3

CSOC002

80% of operator time is spent responding to incidents;
may not see trends or understand root cause of incidents
Incident occurrence is unpredictable; may not have
adequate resources to respond during crisis
Heavy compliance and oversight make processes rigid;
may not be able to adjust quickly to new events

P(O)

I(O)

Risk
Exposure

4

3

12

4

2

8

2

3

6

Table 4. CSOC Top 3 Operational Risks

Top "N" Risk ID

Risk Statement

Risk Attributes

Attribute Concern

80% of operator time is 1. Operator: Training, Inability of
spent responding to
inexperienced staff to
Skill Level
detect trends and
1
CSOC003 incidents; may not see
2. Mission Execution:
trends or understand
determine causes of
Effectiveness
root cause of incidents
incidents
Operational Risk Scenarios
1. Junior staff members become overwhelmed responding to incidents and fail to detect new
intrusion within 2 hours
2. During every 8-hour routine shift change, a vulnerability is exploited yet analysts fail to detect
the incident or connect the periodic exploitations as related

2

Incident occurrence is
unpredictable; may not
CSOC001
have adequate resources
to respond during crisis

1. Mission Execution:
Repeatability
2. Mission Outcomes:
Predictability
3. Resource Planning:
Workforce

Ability to predict
staffing needs based on
expected workload

Operational Risk Scenarios
1. During planning for staffing needs, supervisors fail to account for historical data and seasonal
changes
2. During expected upcoming political events, attempts to penetrate the network increase beyond
the analyst’s ability to respond.
Heavy compliance and
1. Operational Systems: Inability to adjust the
level of controls and
oversight make processes Flexibility
3
CSOC002
rigid; may not be able to 2. Operational
reporting in times of
Processes: Suitability
adjust quickly to new
crisis
Operational Risk Scenarios
1. During periods of high intrusion activities, required reporting, mandatory system controls,
approvals and logging requirements impact the ability of analysis to respond quickly to incidents.
Table 5. Operational Risk Scenarios

Story ID
S003
S004
S005

User Story
As a CSOC supervisor, I want to be able to predict required
analyst staffing based on historical incident activity.
As a CSOC analyst, I want to be able to bypass a set of optional
controls during crisis events.
As a CSOC analyst, I want the system to provide trend analysis
and alerts.

Table 6. Additional User Stories
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part of their risk management process, it is difficult to evaluate
the impact of implementing this concept. A survey instrument
was developed and administered to explore the relationship between operational risk considerations and project performance.
Operational risk considerations were defined as actively eliciting
operational risk from end users during the early solution development stages of a project, as well as actively and continually
involving end user perspectives during development to identify
and mitigate evolving operational risk throughout the project life
cycle. Project performance was defined as meeting cost and
schedule expectations and delivering capabilities that satisfy the
end user’s most critical quality attribute requirements and that
mitigate operational risk.
The survey was administered to 104 project managers on
Oct. 14, 2015. Figure 4 shows how comparing the existence of
an operational risk process capability affected project outcomes.
The number of projects exhibiting lower project performance
decreased from 50 percent for projects with low risk process
capability to 36 percent for projects with medium operational
risk process capability and went down to 21 percent for projects
with higher operational risk process capability. Projects exhibiting medium project performance increased from 39 percent for
projects with low operational process performance to 49 percent for projects with medium operational process performance
and increased to 52 percent for projects with higher operational
risk process performance. Projects exhibiting high project
performance increased from 11 percent for projects with lower
operational risk process performance to 15 percent for projects
with medium operational risk process capability to 27 percent
for projects with higher operational risk process capability. The
Gamma score shows a moderately strong to strong positive
relationship between the two variables, and the p-value of .006
provides confidence that the relationship is valid.
Given the strength of the relationship and the very low
p-value, one can confidently conclude that projects within the
sample that focused more on operational risk during the project
life cycle also exhibited better project performance than those
that focused less on operational risk during the project life cycle.

Figure 4. Operational Risk Process Capability and Project Performance
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Conclusions
Risk management as an engineering practice is commonplace. However, actively eliciting operational risk considerations
during the engineering life cycle is not as common, even in projects using an Agile engineering process. This paper explored
the relationship between an operational risk focus during the
project life cycle — specifically the use of operational risk to
inform the creation of user stories — and improvement in project
outcomes. Early results indicate that an explicit focus on the end
user’s evolving operational risk during the engineering life cycle
results in improved project performance. More work is needed
to explore techniques to integrate an operational risk mindset
into current Agile engineering methods, allowing the explicit
mitigation of operational risk and improved project outcomes.
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