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Abstract. Software deployment is the last step in the software development life cycle. During deployment, control of the software transfers from
the development team to the customer. After deployment, people in the
customer organization will use the software as part of their jobs and derive economic benefits from the software. Any defects found in software
post-deployment are resolved as part of the maintenance phase. The first
step in mitigating user problems is the proper deployment of software.
Software deployment is anything but trivial. Some enterprise software
may take months, if not years, to completely deploy. Therefore, efficient
software deployment will considerably shorten the deployment phase
and save resources in terms of cost and labor. In this article, we explore
typical models for software deployment. Based on these models, we
develop a generic software deployment model, then identify deployment
processes that lend themselves to further automation and may lead to an
overall reduction in the deployment effort.

1. Introduction
Software deployment or installation represents the final
handover of software from the development team to the
customer. After successful deployment, the software system is
finally operational so that the customer can benefit economically
from its use. At the end of this deployment effort, the software
development organization receives payment from the customer and the project is considered successful from both the
developer’s and the customer’s viewpoints. However, software
deployment is anything but trivial, depending on the scale of
implementation. While a nontechnical person can install a desktop application by either installing a downloaded file or installing
from a disk, a large-scale enterprise resource planning (ERP)
system such as SAP may take several months — if not years —
to be fully configured and ready to use [1, 2, 3].
A question one might have is why certain software deployments take a long time. Is it possible to shorten all deployments
to the time it takes to install a desktop application? In this article
we examine typical deployment models and discuss some
answers to these questions. To answer these questions, we
develop a generic deployment model based on typical deployment models, and this generic model will help us rationalize our
answers. We also explore opportunities to automate some or all
deployment activities.
What happens when, after successful software deployment,
users notice defects (or bugs) during normal software operation? The customer reports these bugs to the software develop-
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ment organization’s help desk. From there, the software enters
its maintenance phase. But a prerequisite for a normal operational state is a successful deployment effort from the software
deployment team. In this article, “software developer” refers to
the organization that developed the software, while “customer”
refers to the organization that has procured the software and
will deploy it.
What happens when the deployment effort fails? The failure
may have been due to misunderstood system configuration
requirements on the customer’s end. This means that improper
or insufficient hardware resources (including CPU, memory and
network bandwidth) were allocated, or that required software
(including databases, servers and operating systems) was not
provisioned. If the customer is not willing to accept incomplete
software — that is, software that has defects or does not satisfy
requirements — then the software deployment may need to be
scrapped, the developer may not be paid any pending invoices,
or (in extreme cases) delayed or failed deployment may lead to
litigation[4]. In all cases, failed deployment leads to increased
cost for both the software developer and the customer and to
unhappy users at the customer organization. An example of this
is the FBI’s Sentinel project that incurred extensive time and
budget overruns and still did not satisfy its users; [5] also, it has
been reported that only 7 percent of ERP projects are expected
to be deployed on time. [6] Proper understanding of the deployment effort and its success are essential before the software is
useful to the customer.

Figure 1. Deployment Process for Small-Scale Software

2. Software Deployment Models
Figure 1 depicts the typical model for software deployment
for small-scale software, such as software for home use or for a
small company. The first step in this deployment is to verify that
software meets the user’s requirements, including functional requirements like features as well as nonfunctional requirements
like performance and reliability. For custom-developed software,
this is typically done by demonstrations and references. For
COTS (commercial off-the-shelf) software, this is usually done
by running trial freeware versions.
At this stage the customer also verifies the constraints imposed
on the software, such as the hardware requirements and the
operating system. If the software satisfies all requirements, then the
customer compares its cost and features to similar software from
other vendors and decides on a specific software and vendor. The
customer then purchases the software and either downloads it or
inserts a disc containing the software in a computer. The software
executable is then run either by double-clicking, by issuing a command on the terminal, or by using a GUI-driven setup program.
During this process, any activation keys issued by the software
manufacturer need to be entered, and the customer must agree
to the end-user license agreement. The software is then installed,
which is followed by the almost inevitable reboot or restart of the
computer. Upon restarting, the software asks for configuration
information such as language, time zones, user information and so
on. If the software requires access to other systems, like email or
the Internet, then this integration information is also provided. For
example, when an app is installed on a smart phone, integration authorization is often required. After this, the software is ready to use.

Figure 2. Deployment Process for an IBM Machine
However, the customer has to perform the user acceptance test
(UAT) to ensure that the purchased software actually satisfies the
requirements in the customer’s computer. If UAT fails, the customer
can contact the developer to fix defects or get a refund. However, if
the UAT is successful, the customer can use the software.
Many of us have followed this deployment process when
installing shrink-wrapped software on our computers for
many years. Today, apps for smartphones are also installed by
following most of the steps in Figure 1. As can be seen, the
deployment process has several manual steps, and the computer-based activities are limited to the installation, testing, and execution of the software. Therefore, even though we tend to think
of software installation as a one-click process, there is usually
significant time spent waiting for the computer to complete
executing the code based on our inputs. We also must perform
several manual steps, which we tend not to include in the time
it takes to install software for personal use or small office use.
However, the whole process does not last more than an hour for
most normal deployments.
Now let’s consider the process for installing software on an
IBM machine. [7] As mentioned in this reference, the whole process can take several days, if not weeks. The deployment process
for the IBM machine may be abstracted, as shown in Figure 2.
For the IBM deployment process, the first step is to verify the
hardware and system requirements for software. Typical system
CrossTalk—March/April 2017
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requirements include the ability to restart the system, ability to
log in and out, and the ability to install fixes. Subsequently, the
deployment team obtains the hardware and software resources
needed for software deployment. Any license agreements that
need to be signed before the software is installed must be completed, and the server must be prepared for installation, including prepared to accept the media used for software distribution.
The distribution media used for software is then attached to or
inserted into the system, and the OS and any licensed code for
running the software are first installed. The software package
is then installed, and the entire system is initialized so that the
software package installation is complete. Another aspect covered during initialization is any integration with other systems,
including collaboration systems (email, calendar) or authentication (for single login) or payment gateways. Software is then
configured as required and tested by users. Any data migration
or addition of critical mass of data also happen at this step. If
defects are found during UAT, the developer is required to fix
them. The cycle then repeats with any changes during defectfixing incorporated in the process. If the UAT passes, then the
software can be used normally. In the IBM deployment process
and small-scale deployment, the installation, UAT, and normal
use are automated to a large extent. Remaining steps require
substantial human intervention.
Figure 3 shows the deployment process for a cloud-based
system. For example, documentation for OpenStack, an opensource cloud platform, deployment may be seen in [8]. The
typical deployment process starts again with understanding the
hardware, software, and networking requirements for the software. These include considerations of average and peak CPU,
RAM, disk, and network input and output requirements. To get a
clear picture of these requirements, the deployment team needs
input from the sales and marketing teams as well. For example,
the sales team can provide the total number of expected users,
while the marketing team can predict peak loads to expect
during sales promotion activities. Using this information, the
deployment team can compare the offerings of different cloud
service providers. For example, the rates and standard flavors
supplied by different cloud vendors need to be matched with the
requirements. It is possible that none of the offerings are good
enough. If so, the deployment team will have to install the software on a bare-metal server. Once the vendor and solution have
been decided, the system will need to be procured and appropriate service-level agreements signed. Subsequently, either the
provider or the deployment team will need to spin up the virtual
machines, networks, and external gateways based on system
requirements. After that, the software packages required are installed in the VMs. The system is then initialized, which includes
connecting the application with its front and back ends. Again,
during initialization, integration with any external systems (such
as email servers, authentication servers or payment gateways)
are also performed. Then comes the configuration phase, when
the software is customized to be able to add users or customers. Also during configuration, any licenses for software to be
used are also activated. UAT is then done on the software, and
the developer fixes any defects that arise. The cycle then repeats from the requirements phase with the modified software.
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Finally, upon successful UAT, the software enters the production phase. In the cloud deployment, the installation, UAT, and
normal use are also automated; the remaining steps are largely
manual. Typical cloud deployment can take anywhere from a few
hours to a few weeks [9] depending on the manual parts of the
process and defect fixing.

3. The Generic Deployment Model
After analyzing the typical processes for deploying systems at
three different scales, we can create a generic model for software deployment and discuss the reasons for frequent unsatisfactory deployments. We can also recommend ways to improve
the situation. The generic model is shown in Figure 4.
The generic model has eight steps. The first step is the
“verification” process, when the software requirements are
established in terms of the hardware and software required for
deploying the software. These include networking requirements,
CPU, RAM, disk, backups, recovery processes, security appliances, and so on. In addition, a developer must identify the operating system, databases, servers, and other software requirements at this point. The next step in the deployment process is
the “negotiation” phase, when the deployment team negotiates
the best offer for both hardware and software from vendors or
the IT team (if in-house). Any service-level agreements are also
negotiated at this time. The third step is to “procure” the best
possible solution. This may include ordering the items and getting them shipped and delivered for on-premise deployments or
getting the appropriate third-party provider to set up the solution
for hosted or cloud deployments. The fourth step is “installation,”
when the software environment (including the operating system,
databases, servers, and the like) are installed on hardware or
appropriate virtual machines spun off for cloud deployments. All
required software packages are installed once the environment
is installed. The fifth step is “initialization,” when the software
and hardware systems are started up and global settings for
administration credentials, licenses, database schema, and the
like are established. Any external network access for emails,
the payment gateway or the Internet are also established. The
sixth step is the “configuration” step, when the number of users, their access credentials, their authorizations, their memory
restrictions, and so on are configured in the software. Any data
migration from a legacy system, adding of sufficient data for
users, and vendor licenses are also established in this step.
The seventh step is the “User Acceptance Testing (UAT),” when
users test the software to ensure it satisfies its requirements
including performance, security and reliability. If any defects
are found during this step, then it is sent to the developer for
fixing and the cycle restarts with the modified software. In the
eighth and final step, the UAT is passed, the software is used for
production, and economic benefits are derived.
As shown in Figure 4, most of the steps in the deployment
model are manual. The only steps that are mostly automated are
the installation, UAT, and use of the software. All the remaining
steps require extensive human involvement. The step “Fixing Defects” is usually the responsibility of the developer, and therefore
is outside the scope of the deployment organization. However, if
defects are due to improper deployment in the steps so far, then
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the deployment organization must step in to fix them.
Table 1 gives the activities performed during each step of the
generic deployment model and approximate timeframes. Each of
the steps in this table is discussed in section 4.

3.1 Applying the Generic Deployment Model to
Common Software Deployment
In this subsection we will apply the generic deployment model
to the deployment of three common types of software: web
applications, SaaS, and mobile applications. This discussion will
allow us to understand the extent of this model’s applicability.

A. Deploying Web Applications
There are several steps involved in the deployment of web
applications[10]. Three layers characterize a typical web application: the “database layer” or back end, the “application layer” or
business logic, and the web server that serves the web pages.
Therefore, all three layers need to be understood during the
verification step, including the product’s brand name, its operating
system, and the hardware’s sizing requirements. During the negotiation phase, the software and hardware required for deployment
are procured from either internal resources or external vendors,
and any agreements for this procurement are signed. During the
procurement phase, the software and hardware are obtained. For
open source software such as LAMP (Linux, Apache, MariaDB or
MySQL, and PHP) the software is downloaded into the hardware
and installed. The operating system, database software, application software, and web server are first installed during installation
phase, then the web application is also installed. During initialization, the empty database tables are created using scripts, super
user is created, initial users for the system are registered, and the
application is set to a known initial state. During configuration,
access rights for users are set, authorizations are configured, any
needed database migration is done, and any needed connections
to payment gateways are established. During UAT, a small initial
set of users test the system. If no defects are found, the system
is open to all users. If defects are found, the process repeats from
the stage where the defect originated.

B. Deploying SaaS Applications
The first step when deploying a SaaS application is to verify
its requirements — the operating system, the back end, the front
end, the hardware requirements, backup and disaster recovery procedures and so on. Then negotiation takes place with
different cloud service vendors who can provide the software
and hardware to satisfy the requirements and the service level
agreements. In fact, there is usually a checklist [11] that must
be completed before SaaS can be deployed. Negotiation is
also required if the software has to interface with third-party
application providers or if any agreements need to be signed.
During the procurement phase, the required virtual environment
for hosting the SaaS is deployed. The software is installed in the
virtual environment during the installation phase. SaaS is then
initialized with the data necessary for its operation, including the
pointers to the databases, networks, and backup devices. During
configuration users are created, the access rights matrix is established, user constraints on memory and processor usage are

Figure 3. Deployment Process for Software in the Cloud

Figure 4. The Generic Deployment Model
established, payment gateway interconnections are established,
and connections with other external APIs (Application Programming Interfaces) are also established. During UAT, the initial set
of users test the system and if no defects are found, the system
is open to all users. If defects are found, then the process is
repeated from the stage where the defect originated.

C. Deploying Mobile Applications
When we think of deploying a mobile app, we usually think of
downloading and using it. However, even a trivial app must go
through several steps. We first verify the need for the app, even
if the need is simple curiosity. We then decide where to download it from — the official store for the device (AppStore for
iOS devices and Google Play Store for Android) or a third party
store (such as Amazon.com). We then purchase the software if
it is not free. After that, we download the app during the install
phase. During initialization, we give permissions for the app
to access directories, devices, and logs. During the configuration phase, if needed, we set up permissions to use the device,
location settings, the look and feel of the user interface, and so
on. UAT is the actual trial run of the software to see if it works
CrossTalk—March/April 2017
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as we expected. If we like the app we keep it; otherwise, we
uninstall or disable it. Optionally, we may choose to report bugs
to the vendor or, if we are happy, give the vendor a good review.
However, for an enterprise app, there are more stringent
procedures at each step since such apps are usually frontends
for a web application, a server application, or a SaaS application. These apps are approved for download by the enterprise IT
team. Therefore, there are two flavors — those installed by the
enterprise IT on enterprise devices and those installed by the
employee on his or her device following a BYOD (Bring Your
Own Device) policy. In either case, the steps are mostly similar.
First, verify that the app is indeed the frontend for the enterprise
application and will perform most of the functions on the mobile
device. Next, negotiate with the vendor on the price or compatibility with different platforms and sign any agreements for support and upgrades. Third, procure the software if it is distributed
by an enterprise device manager [12] or else download the app
from the appropriate app store during the install phase. During
initialization, give permissions for the app to access personal
information on the device and sign any end-user agreements.
During configuration, enter the authentication credentials into
the device as well as the path to the backend systems and the
frequency of synchronization of data with the backend. During
UAT, use the device and see if it meets the established expectations. If it does, we continue to use it. Otherwise, we report issues to the IT (if downloaded by the employee) or to the vendor
(if downloaded by the IT).
For enterprise apps there are also associated issues of mobile
device management, mobile device enrollment, and configuring
mobile device settings. Device management [12] distributes
applications, configuration settings, and security tools (for example, some organizations encrypt devices for using their apps).
Device management can be part of the negotiation, installation,
initialization, and configuration steps. It usually becomes a big
part of normal mobile device operation after deployment in case
devices get lost or become part of a botnet (the device manager
can either locate the device or remotely wipe it). Mobile device
enrollment [13] allows the organization to enroll many devices at
the same time and to monitor and manage their use. Enrollment
can be part of the verification, initialization, and configuration
steps. Mobile device configuration [14] manages mobile device
settings and is usually part of the configuration step.
As can be seen, we are not focusing on deploying a mobile
app to the app store, [15] which is part of the app development
process.

4. Analyzing the Performance of the Generic
Deployment Model
As can be seen from Table 1, software deployment takes a
long time, even when automated tools are used. This is mainly
because of the extensive human involvement in the process. Even
though actual software usage occurs over years, it can take several days or months before the benefits from software usage can
begin to accrue. We will now analyze each step and see if further
automation of the step can help reduce deployment time.
In the first step, the deployment team needs to understand
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software requirements and obtain sizing estimates. The deployment team often requires a detailed specification sheet so that
any deviations from the organization’s IT procurement policies
may be identified early and budgeted for. Organization compliance teams, including audit and risk management divisions,
may also be involved to identify any risks to the organization’s
information security that may be caused by the deployment of the
software. Other professionals, like consultants (who may help with
the integration effort later), lawyers (who may help clarify the requirements terms), networking specialists, database experts, and
others may also be involved. Thus, the typical timeframe can be
anywhere from a few days to months. However, for smartphone
apps and small-scale software for home or small business use, a
team of professionals is rarely used even though there are reports
that privacy policies for some apps may invite legal attention[16].
However, there is very little scope for automating this effort, even
if requirements are written using a standard such as BPEL (Business Process Execution Language) [17] because cross-domain
human expertise may be required for this step.
In the second step, “negotiation,” the agreements are signed
with the software developer and the negotiation of cost and
delivery with hardware and support software vendors takes
place. Therefore, several divisions, including legal, procurement,
and finance, could be involved in this process. The legal team is
involved to ensure the customer organization is using standard
clauses in its agreements and no unreasonable terms are involved. Purchasing is involved to make sure contracted standard
vendors are used and any deviations are approved. Finance is
needed for payment. Again, the cross-domain expertise required
for this step makes automation difficult. Therefore, time needed
for this step can be anywhere from a few days to months, especially if the software will be used in several countries and legal
ramifications of multi-country use need to be explored. Software
for negotiation is still in the research stage [18] and does not
seem to have been adopted in mainstream legal practice, [19]
so there is little scope for automation in this step.
The third step is procurement, when IT infrastructure is ordered
for deployment. This ordering process can be largely automated
using an ERP like SAP, [20] and software can be downloaded.
However, hardware has to be physically delivered, and this takes
time — especially if specialized made-to-order hardware is involved in deployment. Therefore, this step is mostly manual.
The fourth step is installation of software, and this step is usually automatic. However, strict checklists used by organizations
during this process and any consultant input will add time to this
step. Sometimes corporate audit and review teams need to certify
that the installation was successful; this can also delay this step.
The fifth step is the initialization step and involves several
manual activities. During initialization disk partitions are created;
accesses to network, databases, network attached storages
(NAS), and authentication and authorization systems (for example, active directory integration) are provided; and user keys
for encryption are provided. Integration with external systems,
such as emails, payment gateways, and the Internet, also occur
during this step. The company account will need to be used
for integrating with such external systems for proper financial
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Deployment Step

Typical Activities

Extenuating Issues

Timeframe

Automated or Manual

accounting purposes. Use of initialization
scripts can automate parts of this process, but
Manual
Verification
subsequent validation of all initialization steps
is usually done manually.
In the sixth step, the configuration step, the
Legal agreement with
software is configured for use. This includes
software developer; cost
Involvement of
and delivery with
assigning users to the software, updating
consultants, lawyers,
hardware and support
Few days to months
database schemas, and any other configuration
software vendor (the
corporate procurement, IT
Negotiation
(depending on scope of
Manual
software to be deployed audit, risk management,
needed for proper use of the software. Data
agreements and cost)
has already been
and finance; multiplemigration also takes place at this point so the
negotiated by the
country jurisdiction
customer); service-level
system is ready for use, especially if the system
agreements
is replacing a legacy system. For new systems,
Shipment of specialized
Actual shipment and
critical mass of data need to be entered into
hardware or import from Few days to weeks
Manual
Procurement
delivery of all software
the system before it can be used. For example,
other countries
and hardware
Corporate checklists,
in a Document Management System, [21]
Of hardware and all
external experts,
Installation
Hours to days
Automated
scans of existing physical documents need
software
corporate audit and
review teams
to be input into the system before the system
Hardware and software
becomes useful. Any vendor licenses required
Multiple administrators for
are initialized with data in
specialized domains
for using the software are also activated
the global settings
(such as networking,
including backup system
during this step. Backup procedures are also
database, NAS, security,
Hours to days
Manual
settings; connect
Initialization
etc.); integration with
implemented at this stage so that disaster
application with front-end
external systems such as
(web and application
recovery procedures are ready once the system
emails and payment
servers) and backends
gateways
becomes operational. This configuration step
(databases)
is usually performed manually, though several
Software is configured for
Data migration, license
use with user information
automated configuration management tools
activation, backup
Hours to days
Manual
and sufficient mass of
Configuration
procedures
[22] that run configuration scripts are now apdata is populated in
implementation
databases
pearing in the market to automate parts of this
process.
Any defects found need to
Software is tested by
be fixed and depending
The seventh step is UAT. During this step,
User Acceptance Test users; automated testing on the severity the cycle
Days to months
Automated
the software is tested to ensure that it is ready
tools may also be used
(UAT)
of deployment process
for stress testing
need to be revisited; user
for use. Users are provided software traintraining
ing, then use the software as expected. Any
Cutover - parallel or
defects found during this step are fixed. These
abrupt, helpdesk
defects may be in the software, which means
procedures, periodic user
Actual production use of
years
Automated
training, backups,
Use
the software developer fixes them. Or, if the
software; “going live”
business continuity,
defects are due to improper implementation of
disaster recovery,
maintenance contracts
the deployment steps, the deployment organization fixes them. Once the software or the
Table 1. Typical Activities and Timeframes for the Generic Deployment Process
deployment activities are corrected, the UAT
continues until users consider the software acceptable. Several
5. Conclusion
automated tools exist for testing, [23] but this step is still largely
Software deployment is one of the most important phases
manual [24] and can take several weeks to complete.
in the software development life cycle, though the last one to
The final step of the deployment process is “going live” with
occur before the software enters its maintenance phase. Howthe new software, which means the software is put to normal use.
ever, software deployment is anything but trivial and can last
There are several issues to consider during this step, including the for months or even years depending on the complexity of the
cut-over process, the establishment of a help desk for maintesoftware. Improper deployment can lead to rejection of software
nance, a provision for regular user training, proper backups, and
by users, financial loss, or even litigation.
processes for ensuring business continuity and disaster recovery.
The software deployment process can be broken down into
The cut-over process can be parallel or abrupt — if it’s parallel,
eight steps: verification, negotiation, procurement, installation,
the old and new versions of the software must be run together
initialization, configuration, User Acceptance Testing (UAT), and
before all users are migrated to the new version. However, this
production use. During verification, the software’s deployment
step usually keeps the software running for many years. During
requirements regarding hardware and support software are
this process, all stakeholders — including users — interact with the understood. During negotiation, developers negotiate agreements
software. The developer maintains the software under a mainteand cost and delivery for deployment hardware and software.
nance contract, which may need approval from other departments. During procurement, the hardware and software needed for deTherefore, there is significant manual interaction during this step.
ploying the original software are procured. All software is installed
Understand the software
requirements document;
get hardware and
software sizing estimates;
complete organization IT
procurement datasheet

Involvement of
consultants, lawyers, and
Few days to months
other professionals;
(depending on the scope
involvement of corporate
of software deployment)
IT audit and risk
management team
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during the installation phase. During initialization, the software is
prepared for subsequent steps. During configuration, user information is entered in the system and any integration with external
systems are taken care of. During UAT, users test the software
to ensure that it is ready for normal use. Any defects during this
step are sent to the software developer for fixing. Finally, once the
software passes the UAT, it is put to normal use.
Almost all of these steps require human involvement to a
large extent. Only the installation, UAT, and actual use steps are
mostly computerized. While automation can help reduce human
effort in all eight of the steps, we are still a long way from completely automating the deployment process.
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