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As the number of individual service-oriented architecture (SOA) projects going through the certification and accreditation
(C&A) process in the DoD increases, it becomes more important to clarify the “unknowns” associated with each component.
This article is a starting point for chief information officers, senior information assurance officers (SIAOs), and project managers (PMs) in the DoD, providing an overview of the challenges associated with the C&A process for SOA implementations and outlining eight rules to consider in support of a successful C&A of an SOA implementation.

hen faced with the challenges of
achieving system C&A in a net-centric environment, today’s DoD SIAOs
face a new set of challenges—such as
trusting the edge, implementing SOA solutions, federations, varying degrees of classification levels (CLs), and multiple communities of interest (COI)—that weren’t
previously faced in siloed, stovepiped, vertical systems. With the discrete information systems of the past, accreditation was
generally a better-defined and understood
process, given the clear boundaries and
finite rules governing the operating environments for such systems; today’s environments are more heterogeneous and
complex. The details of an SOA implementation are presently not well-defined
(see Figure 1). This leaves a high degree of
uncertainty and inconsistency unresolved
during the first two stages of the C&A
process as defined by the DoD
Information Assurance Certification and
Accreditation Process (DIACAP). These
stages are called “Initiate and Plan
Information Assurance (IA) C&A” (Stage
1) and “Implement and Validate Assigned
IA Controls” (Stage 2) [1].

C&A Challenges for SOA
Implementations

Unlike a vertical architecture, a horizontal
architecture typically shares modules that
relay data to and from other horizontal
architectures, allowing the dissemination
of information across COI and, at times,
differing CLs. For horizontal integration,
the approach toward all phases of the
C&A process differs from those in a vertical integration because they involve a
multiplicity of stakeholders, information
systems (ISs), and environments. With
that said, PMs need to pay particular
attention to the first two stages of the
C&A. During Stage 1, the system is registered with the DoD component program,
IA controls are assigned, the DIACAP
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team is assembled, and the DIACAP
implementation plan is initiated [1].
During Stage 2, the DIACAP implementation plan is executed, validation activities
are conducted, a Plan of Action and
Milestones (POA&M) is prepared, and the
validation results are compiled into the
DIACAP scorecard [1]. It is during these
two stages that the most effective savings
can be realized based on proper planning
and stakeholder involvement, since the
costs to remediate weaknesses are lower at
this time than they will be when development is further down the road.
The DoD’s increasing need to share
information across boundaries provides
an impetus for promoting a greater use of
horizontally integrated systems, and, in
turn, the ability to leverage architecture
design strategies such as SOA. SOA implementations empower the DoD to achieve
significant cost-savings advantages, gained
by realizing economies of scale, which
results from an architecture that is agile,
interoperable, and open to growth. The
advantages are realized by enabling information sharing and bridging disparate networks—both highly classified and open
coalition.
An SOA implementation is only as
secure as the most vulnerable component
in the system. Clearly, a failure in effective
security design and implementation can
result in the significant compromise of
mission-critical systems, with devastating
effects at the DoD [2]. The reality of the
risks, coupled with the deep functional

and programmatic complexities associated
with accreditation decisions in the SOA
environment, have contributed to the view
that achieving C&A in an effective and
timely manner is an impediment to rapid
Global Information Grid/net-centric
SOA project rollouts when compared to
C&A for traditional systems [3].
As with most high-tech companies in
the private sector, the DoD’s highly intelligent and well-intentioned leaders are
challenged in balancing the competing
demands of the PM triad: achieving a lowcost, on-time, and high-quality certification determination and accreditation decision for their horizontally aligned SOA
implementation. At a high level, some of
the programmatic issues facing the DoD
are depicted in Table 1 (see next page).
Not balancing the four issues could lead
to an inability to achieve C&A for SOA
with Full Operational Capabilities.
Several aspects of the C&A process for
an SOA implementation can be reengineered. From a policy and effective practices viewpoint, a certification determination for SOA implementations is often difficult, in part due to the shifting, dynamic
nature of the accreditation boundary itself
[4]. Often, after going through a traditional C&A process, the scope of the final
SOA implementation is reduced in functionality and implemented in such a manner that it resembles the kinds of
stovepiped systems it was intended to
supersede, and therefore does not reap the
benefits of horizontal integration.

Figure 1: C&A Process for Vertical and Horizontal Information Systems
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Figure 2 depicts a scenario in which
the C&A process avoided complacency
and facilitated an agile, robust horizontal
architecture; the tendency to not accredit
horizontal components limits the DoD
from extracting Full Operational Capabilities for their SOA implementation.
In response to the programmatic challenges that confront DoD program managers, eight rules will be outlined (in the
following section) for PMs to consider in
their efforts to face and resolve the C&A
challenges associated with SOA implementations. These rules are not an exhaustive list, but are rather a starting point to
detail unique concerns for SOA implementations that are not typical in vertical,
siloed, non-SOA implementations.

Eight Programmatic Rules to
Consider

In the previous section, we identified the
unique risks coupled with the C&A
process for SOA associated with late
identification of requirements and mitigation approaches due to the dynamic
development model. We have witnessed
that, all too often, the C&A process for
an SOA implementation is prolonged,
resulting in huge cost overruns and
missed opportunities for early remediation of identified weaknesses. To be successful, there is a need for key PMs from
different COIs associated with the SOA
to involve themselves in sharing information and to be a part of a dedicated group
committed to a successful C&A. This
group must focus on consistent coordination of C&A activities and communication among stakeholders in order to
fulfill the accreditation process on schedule. The following eight rules are unique
to the C&A process for an SOA implementation. One would ask the DoD to
consider these, in order, in their efforts to
reduce risk and increase the likelihood of
Table 1: Programmatic Issues Facing the DoD
Scope
· Dynamic
system
boundary
· Dynamic
classification
levels
· Dynamic
services
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a successful C&A for an SOA implementation.
Rule 1: Understand SOA and C&A
As suggested earlier, today’s C&A process
for SOA implementations has not reached
a mature state. The first and most important rule for PMs is to understand SOA
and the C&A process. One of many complexities arises from the fact that the DIACAP was not authored with SOA in mind.
Information superiority will emerge and
productive meetings will take place only
when leaders and participants understand
the intersections between SOA and C&A.
When leaders do not have a grasp of
SOA, unnecessary delays can occur and the
functionality of the SOA implementation
is at risk of being marginalized or lost
completely. If necessary, appropriate briefings or training should be considered as a
prerequisite for participating decisionmakers.
Rule 2: Embrace Risk Management,
Identification, and Planning
Each IS in the DoD is unique and has
uncertainties associated with it. Risk management should be performed over the
lifetime of the accreditation decision to
assess and monitor risk. A POA&M should
be used to mitigate the risk of an incident
occurring. At the least, the POA&M
should detail the priorities of the risk, status, and due date. If PMs do not plan for
risk, it is very likely that they will be forced
into addressing unexpected issues that may
ultimately result in cost overruns and/or
undesirable accreditation decisions.
In addition to risk management, risk
identification and planning must also be
addressed. For C&A of an SOA implementation, risk identification and planning
is more involved and less understood than
C&A of traditional stovepiped architecture.
Cost

· Systems not
· Poor execution
performing as
of acquisition
designed
process (DoD
· Confusion about
5000 series)
who owns
· Poor
services
estimation of
· Managing multiple
level of effort
COI services
(LOE)
· Lack of
· Poor
innovation
capitalization
· Lack of training
on economics
· Nonadherence
of scale
to policy
· High repetition
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Schedule
· Delay in
authorization to
operate (ATO)
· Complacency
towards C&A
change

It is imperative that the C&A process
for SOA implementations is accurately
budgeted and appropriately managed to
promote reduced risk and avoid cost overruns as SOA components are reworked to
address interim weaknesses. From a DoD
policy stance, when an SOA implementation is accredited correctly, IA costs go
down by an order of magnitude, as do the
risks. On paper, the reduction in cost and
apparent increase in security is impressive.
However, the results are elusive: The IA
risk profile of the system actually increases because new security vectors are created within the boundary of the SOA implementation. Extending security beyond
what policy mandates and implementing
proactive, repeatable procedures into the
C&A process should contribute to ensuring a(n) 1) reduction in risk of budget
overruns, 2) consistency in planning, and
3) increase in the dissemination of information pertaining to existing risks. Since
the systems development life cycle of a
horizontal system is heavily dependent on
constituents and external partners, unique
considerations exist for the C&A process
for SOA implementations that rely heavily
on teaming and communicating with
external parties and internal constituents.
Budget overruns can be reduced when
security is fully integrated throughout the
systems development life cycle and repeatable processes are fully documented and
appropriately executed.
If adverse risk is not properly characterized, the C&A process could be forced
to continue past the expected timeframe
(i.e., the ATO could be pushed back). As a
result, resources supporting the C&A
process would need to stay on longer, preventing them from being productive on
other projects and, if the contract is not
fixed price, causing cost overruns on the
C&A project. When resources are not able
to join other projects, it causes a chain
reaction: The critical path of the organization is impacted, and the overall functionality of the organization is reduced. As a
result, the project might be completed at a
date later than planned, costs might overrun, and the organization’s service reputation might slip.
Rule 3: Understand that Schedule
and LOE Estimations are Different
Unlike stovepiped systems, an increased
LOE needs to be dedicated to educating
the IA community on SOA, SOA risks,
and SOA protections. As a result, the
schedule and LOE is different than that of
a traditional vertical IS; it will increase. It
has been seen with many new technoloNovember/December 2009
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gies attempting to go through the C&A
process in the DoD. For example, in the
wireless arena, much effort has gone into
educating the IA community on the risks
and protections needed to achieve secure
wireless. Similarly, accomplishing the same
goals for SOA will tend to increase the
required LOE and schedule for the C&A
of SOA implementations, at least initially.
In addition to educating the IA community, procedural issues can slow down
the C&A process. At present, SOA services themselves cannot be accredited,
although there are several proposals and
notional constructs on how it could be
done currently circulating throughout the
DoD community. The future accreditation
of services is, by itself, a major topic and
not limited to considerations for schedule
and LOE.
Rule 4: Plan for Future External
Relationships
The goals of SOA include improved collaboration, interoperability, horizontal integration, efficiency, and agility. These goals
can be realized only through expanding the
IS’s boundary to encompass the SOA’s
multiple accreditation components in a
consistent, reusable form.
It is important that PMs plan ahead for
interoperability with IA controls of future
SOA implementations. Future SOA implementations and shared services with external third parties will have configurations
and IA controls that might cause interoperability; anticipation and planning should
help avoid this.
PMs for a new SOA must communicate
early with owners of other enclaves and
COI; the goal is to drive existing ATO
dates, anticipate changes to current configurations, and consider controls used in
SOA implementations still on the horizon.
The goal should be for the overall level of
risk associated with the system to be recognized as acceptable to the IS that will be
exchanging services with the new IS being
accredited. It is critical to gather stakeholder risk issue input prior to implementation,
otherwise belated input may become a
problem for the SOA C&A on the whole.
Rule 5: Plan for Present External
Relationships
When operating an IS, the DIACAP limits
the time that an accreditation decision is
valid based on the severity categories
(indicating the risk level associated with
the security weakness), expressed as category (CAT) I, CAT II, and CAT III, where
CAT I is more severe than CAT III.
Sections 4.9 and 6.3.3.2.6 [1] detail the
November/December 2009
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Multiple
COI
Cross
Domain
Multiple CLs

Multiple
COI
Single CL
Single
Classification
Level

Single
Community
of Interest
Single CL

Siloed
Architecture

Figure 2: Sample C&A Process

Vertical Integration

Table 2: Duration of the C&A Process
Authorization
Termination
Date

Variance in
Classification
Levels

Single COI
Cross
Domain
Multiple CLs

duration associated with Interim Authorization to Operate (IATO), ATO, Interim
Authorization to Test (IATT), or Denial
of Authorization to Operate decisions.
Table 2 provides a summary of the duration of each of these decisions; the duration of an ATO has direct cost and schedule impacts.
Since PMs are responsible for reducing
risk and balancing scope, cost, schedule,
and quality, an understanding of the duration of each accreditation decision and
knowledge about when the ATOs expire is
mandatory. This knowledge should also be
included in the LOE estimates. As external
third-parties’ ATOs expire or new service
components are added to SOA systems,
each service component will have its own
corresponding ATO date. If overlooked,
these subordinate dates could creep up and
possibly impact the overall ATO for the
SOA itself.
Each type of accreditation decision
(i.e., ATO, IATO, IATT) has a corresponding duration in which the decision is valid.
Obviously, longer accreditation periods are
preferable in order to reduce the frequency
of the accrediting process, which can be

Type

Horizontal
Architecture

CAT I

costly and impact the system’s availability.
The following three factors drive the
necessity and urgency behind planning for
present-day external third-party relationships:
1. ATO expiration of existing SOA
implementations. For an existing
SOA implementation with shared services from external third parties, it is
important to keep track of expiring
ATOs to help drive the reaccreditation
process, in turn helping ensure shared
service availability.
2. Configuration changes of existing
SOA implementations. For an existing SOA implementation with configuration changes from external third parties, it is important to drive the reaccreditation process, in turn helping
ensure shared service availability.
3. Opportunities to capitalize on
economies of scale. During the C&A
process, teaming with organizations
might unveil opportunities to eliminate
redundant activities and save hard and
soft costs.
PMs can begin to experience a decrease
in cost overruns by identifying the steps

CAT II

CAT III

<= 3 years of
authorization

No ATO

ATO — must
be corrected in
180 days

ATO

ATO

Reset <= 180 of No ATO
authorization

ATO — must
be corrected in
360 days

IATO

IATO
IATT

Special Case

Special Case

Special Case

Special Case
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involved in the C&A process that involve
both the organizations they exchange services with, as well as their own organization. Every cost associated with the C&A
should be identified, line by line. Once the
cost categories have been identified,
opportunities for cost savings should be
analyzed [5]. An example of cost savings
includes teaming with neighboring programs to reduce duplication and eliminate
waste. Once waste is identified, PMs
should determine what can be realistically
eliminated [6].
Rule 6: Use eMASS, DIACAP KS, and
Other Cost-Effective or Free Tools
As discussed earlier, PMs should use existing infrastructure tools and knowledge to
reduce cost and make quick, measurable
progress. Leveraging the DoD’s Enterprise
Mission Assurance Support Service
(eMASS) tool will help automate the DIACAP process via reports generation and
tracking of IA controls. The results of the
certification determination or accreditation
decision are provided automatically on an
electronic DIACAP scorecard [7].
DoD organizations can use eMASS for
free [8]. Residual costs might include the
training of personnel to use eMASS and
time to perform data entry. Training and
usage costs depend on the number of individuals assigned eMASS roles, locations,
facilities, and capabilities. Typically, the
cost of training ranges from $5,000 to
$10,000 for up to 30 people. Additionally,
the Defense Information Systems Agency
(DISA) hosts a free quarterly training
course, running two full business days.
Like eMASS, DIACAP Knowledge
Service (KS) is an information repository
that should be leveraged when executing
the C&A process for SOA implementations [7]. DIACAP KS holds a wealth of
information and up-to-date resources
from practitioners that help to facilitate
knowledge transfer for the C&A process.
For example, the KS houses best practices,
lessons learned, guidance documents,
schematics, and many other resources to
facilitate the DIACAP process [8]. Like
eMASS, there is no cost in using KS.
In addition to eMASS and KS, the following are also free IA tools. They should
be considered for use during the C&A
process for SOA implementations,
although many PMs find the tools helpful
to support substantially more:
1. Vulnerability Management System.
A tool developed by the DoD to assess
risk during accreditation activities
across programs and systems for all
types of vulnerabilities.
2. DoD IT Portfolio Repository –
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Department of Navy. A tool developed by the Department of Navy that
serves as a technical database of
Federal Information Security Management Act assessments.
3. Gold Disks. A tool developed by
DISA to run vulnerability scans for
specific systems, available through the
DoD’s Information Assurance Support Environment.
4. Cyber Security Assessment and
Management System. A Web-based
tool developed by the Department of
Justice that facilitates the C&A process.
Rule 7: Do Not Let Complacency
Undermine Horizontal Integration
The DoD systems development environment has been stovepiped for many years.
Complacency in moving forward with
effective deployment of horizontal integration strategies could ultimately limit the
possibilities of an SOA-based enterprise

ing military intelligence throughout the
Global Information Grid and onto the
battlefield.
Rule 8: Strive for a Fluid
Maintenance Phase
Maintaining ATO and performing periodic reviews is the fourth phase of the DIACAP process. This compliance phase is an
ongoing process that involves vulnerability
scans, penetration tests, IA controls verification, scorecard updates, IA controls
modifications, security vulnerabilities mitigations, configuration management, and
compliance with existing controls. As SOA
implementations mature in the DoD, so
too will the lessons learned, along with the
deepening understanding of SOA’s unique
IA implications. Governance, interoperability, situational awareness, and data
aggregation should be key elements in a
fluid maintenance approach to SOA component ATOs.◆
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