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Software development tools are in wide use among safety-critical system developers. Examples of such use include aviation, automotive, space, nuclear, railroad, medical, and military applications. However, verification of tool output to ensure safety, mandated in highly regulated industries, requires enormous effort. If a tool is qualified, this effort can be reduced or even eliminated. The Radio Technical Commission for Aeronautics Document Order-178B and related documents provide guidelines by which
to qualify these tools. However, current regulations, business models, and industry practice make this goal difficult to accomplish.
This article discusses the qualification of development tools and the potential impact of this process on the aviation industry.

oftware development tools are computer programs that help developers
create other programs. Such tools have
been in use since the early days of computing to improve the efficiency of the
development process by automating mundane translation operations and bringing
the level of abstraction closer to the application engineer. Nowadays, development
tools are used in a variety of safety-critical
applications, including the aviation, automotive, space, nuclear, railroad, medical,
and military industries, and contribute to
the risks associated with using respective
products. Despite these risks to society,
development tools are rarely qualified in a
sense comparable to product certification
in regulated industries. The objective of
this article is to look at the current state of
the tool qualification process, identify the
issues, and propose recommendations for
potential improvement, focusing on the
aviation industry.

System Certification Versus
Software Tool Qualification

Certification of airborne equipment is typically achieved through the Federal
Aviation Administration (FAA) authorization of a type certificate (the entire aircraft), supplemental type certificate (new
equipment in a specific aircraft), or a technical standard order (minimum performance standard for materials, parts, and
appliances used on civil aircraft). A special
committee (SC-145) of the Radio Technical Commission for Aeronautics (RTCA)
convened in 1980 to establish guidelines
for developing airborne systems. The
report “Software Considerations in Airborne Systems and Equipment Certification” was published in January 1982 as the
RTCA Document Order (DO)-178 (and
revised as DO-178A in 1985).
Due to rapid advances in technology,
the RTCA established a new committee
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(SC-167) in 1989 with the objective of
updating the DO-178A by focusing on
five areas: documentation integration and
production, system issues, software development, software verification, and software configuration management and software quality assurance. The resulting document, DO-178B, provides guidelines for
applicants developing software-intensive
airborne systems [1, 2]. It discusses objectives that need to be met to show that the
software development process provides
specified levels of safety assurance. It also
describes the processes and means of
compliance.
Systems are categorized by DO-178B
as meeting safety assurance levels A
through E based on their criticality in supporting safe aircraft flight. The level A system is the most critical: The failure of
such a system could result in a catastrophic failure condition for the aircraft. The
level E system is the least critical: Such a
system has no effect on the operational
capability of the aircraft or pilot workload.
Although the RTCA DO-178B is the leading source of guidelines for software
developers engaged in such system construction, two other documents have critical bearing on the subject. RTCA DO248B [3] clarifies some of the misinterpretation of the DO-178B. The FAA Order
8110.49 compiles a variety of guidelines
related to the use of software in airborne
systems. Chapter 9 is specifically dedicated
to tool qualification [4].
A key component of the updated version of DO-178B is the concept of tool
qualification elaborated in Section 12.
Qualification is a supplementary process
that the applicant may elect to follow in
the course of certifying an airborne system. According to the definition given in
DO-178B, tool qualification is defined as,
“The process necessary to obtain certification credit for a software tool within the

context of a specific airborne system.” It is
the certification authority that decides on
the outcome of the qualification process.
Moreover, qualification, if claimed, is a
requirement in getting a system certified.

Types of Software
Development Tools

DO-178B differentiates between verification tools that cannot introduce errors but may
fail to detect them and development tools
whose output is part of airborne software and
thus can introduce errors. There is a significant amount of effort involved to qualify
a verification tool, and much more to
qualify a development tool. However,
numerous development tools have been
used successfully in many certified projects without being qualified. To define a
subject matter more narrowly, we need to
take a closer look at the entire domain of
software development tools.
The landscape of modern software
development tools is very broad, as illustrated in Figure 1 (see page 20). Following
the traditional model of the development
process from requirements to implementation, we can identify the following:
• The requirements category that includes
tools used early in the life cycle to
identify and specify the software
requirements.
• The design category that includes tools
allowing developers to create architectural and detailed design of the software in a notation of their choice supported by the tool; often in this category, tools translate the model to
source code.
• The implementation category that
includes all support required to translate the computer code and transfer it
to the target computer.
As illustrated in Figure 1, three other
categories of tools can be identified: those
related to analysis, testing, and target.
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ment tools is an option rarely exercised in
the airborne software industry. In fact,
one could argue that qualification of
development tools is not a viable option.
Current interpretation of applicable
guidelines makes development tool qualification a proposition that is not practical
from a managerial viewpoint, and not easy
from a technical viewpoint.
Managerial Viewpoint
The first group of problems is of a regulatory and managerial nature. The major
hurdle is the current state of regulations
and guidelines. The secondary obstacle is
the business model and lack of incentives,
in particular the prohibitive cost of tool
qualification. The existing tools, often
used in certification projects, do not have
appropriate data to support arguments
about meeting the objectives of DO178B. The applicant team’s intent is to certify the product rather than expand effort
and qualify the tool. The tool vendor does
not see the business advantage of qualifying a tool while disclosing proprietary
information to potential competitors.
Development tool qualification
requires close collaboration between the
tool vendor and the applicant. This is the
reason why in-house tools are more likely
to be qualified. Internal trade studies [5]
have shown that the cost of development
tool qualification is significantly higher
than the cost of verification tool qualification. The use of qualified verification
tools can result in fast savings on the first
program where they are introduced. In
contrast, the use of qualified development
tools may require several programs to
make up the cost.
The intellectual property rights may
need to be waived by the vendor to achieve
qualification. The tool cannot be qualified
as standalone, but only within the scope of
a particular certification project. The tools
that could be considered for qualification
are very simple: typically in-house created
utilities where the applicant holds all intellectual property rights, maintains all tool
development data, and can reuse the tool
software artifacts on consecutive projects.
The qualification is accomplished within
the specific certification project and thus is
not clearly visible from the outside as development tool qualification.
Technical Viewpoint
The second group of problems is related
to technical aspects. According to the DO178B interpretation, the development tool
needs to be qualified to the same level of
scrutiny as the appropriate application it is
helping to develop. However, there is a sigApril 2006
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qualification using an approach different
than the one outlined in Section 12.2 of
DO-178B. Service history and formal
methods could both be potential options.
It appears that the industry has a
pressing need to come up with methods to
audit a tool that is independent of the specific program and applications using it.
This would require updating the guidelines
to consider a model-driven development
paradigm, redefine the qualification
process, and allow flexibility regarding
qualification to be less dependent on the
application program using the tool. A
more streamlined method to qualify development tools and to keep them current as
technology advances would be useful.
Better guidance on how to apply service
history and how to address what has to be
done for incremental tool changes would
also be needed. These and other issues
have been discussed at the recent Tools
Forum [11]. The RTCA convened another
special committee (SC-205) with a charge
to recommend modifications to the existing DO-178B. The qualification of software tools is being discussed and some
changes may be forthcoming.◆
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