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While the U.S. Department of Defense (DoD) weapons are undeniably superior, programs to acquire them continue to experience cost overruns, schedule slippages, and performance difficulties1. Improving software acquisition processes to address these
issues was mandated in Section 804 of the National Defense Authorization Act for Fiscal Year 2003 and enacted on Dec.
2, 2002. This article explains the history leading to that public law, provides insight into Congressional intent, and outlines
DoD guidance for implementing Section 804.
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ecent military operations around the
world demonstrate the superiority of
U.S. weapon systems developed by the
Department of
Defense (DoD).
Furthermore, an ever-increasing percentage of the weapon systems’ functionality is
provided by software, which constantly
becomes more sophisticated and complex.
While the DoD has risen to the challenge,
cost overruns and unsatisfactory performance have led the General Accounting
Office (GAO) to designate the DoD systems development and modernization
efforts a high-risk area [1].
Significant risk factors include the enormous size and complexity of the software
within these systems and acquirers’ inadequate, inefficient, or unexpected processes
for managing software-intensive system
acquisitions. As one congressional source
said when describing the acquisition of U.S.
weapon systems, “It’s not about bending
metal any more, it’s about routing electrons.”
Software enables a myriad of complex
capabilities from massive data fusion across
geographically disparate large-scale sensor
systems, to decisional systems that automatically select the most appropriate
weapon and platform to attack a given target, to autonomous systems that operate
without human intervention to destroy
incoming missiles. Software creates the network-centric operation – the cornerstone
of the DoD’s transformation.
Several root causes for the GAO’s designation point to long-standing cultural
issues (culture being defined as the collective patterns of behavior exhibited by the
numerous participants in the acquisition
process and the incentives for their behavior). These cultural issues were highlighted
in 1992 GAO reports [2, 3]. Two of these
still-relevant issues are the acquisition comSM
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munity’s bias toward hardware, and the fact
that the community addresses critical software issues too late in the acquisition
process.
In a 1998 CrossTalk article [4],
Capers Jones defined a major DoD system
as having 12.5 million C Statements2
(roughly the size of a major computer
operating system of that day) and a development team that numbered in the hundreds. Typically, lack of process and intergroup communications was a problem;
paperwork and software rework absorbed
the bulk of development costs. Formal
configuration control and change management were expensive and poorly implemented for projects that large. The probability of termination for one of those
major software-intensive systems, Jones
said, was 65 percent; he cited poor project
management and inadequate quality control as primary factors.
Fast-forward five years to today’s jointly developed system of systems. Take, for
example, the Army’s Future Combat
Systems (FCS), a joint Army/Defense
Advanced Research Projects Agency program. The Army’s vision for the FCS is to
create an integrated battlespace where networked information and communications
systems provide a competitive edge to soldiers in the field and commanders in the
control room. You would be hard pressed
to even try to estimate the numbers of FCS
developers as its extended team consists of
one prime contractor, eight major subcontractors, and 55 other companies under
contract [5].
According to congressional sources,
“The FCS is estimated at 32 million total
SLOC,” or software source lines of code.
The actual number, however, will likely be
greater as past experience with software
estimation has shown that we typically both
underestimate size and add functionality as
the development progresses.
Successful fielding of the FCS requires
more mature acquisition, development, and

testing approaches than used in the past for
smaller systems. Previous approaches simply will not be adequate to guarantee that
development cost, schedule, and performance baselines are met. Specifically,
greater effort will have to be spent on managing changes to requirements and ensuring that information is shared among all
stakeholders. What does all this mean to
both the program offices and Congress?
Mature processes must be used to ensure
that the system functions as intended, and
that major problems and errors are caught
well in advance of operational tests.
Given that software-intensive projects
are among the most expensive and risky
undertakings of the 21st century, the
investment in weapons from fiscal years
2003 through 2009 will exceed $1 trillion
[6]. Furthermore, many of the DoD’s most
important technology projects will continue to deliver less than promised unless
changes are made [7]. Improving how we
acquire software-intensive systems is both
long overdue and an imperative.

The History
Software Development Process
Improvement
In the late 1980s, software developers
began investing in process improvement
by adopting best practices. Many public
and private organizations based their
improvement programs on the Software
Engineering Institute’s (SEISM) Capability
Maturity Model® (CMM®) for Software
(SW-CMM). While adoption was slow at
first, by the mid-90s companies with
improvement programs were showing
results.
For example, SEI reported in 1995 [8]
that a major defense contractor that implemented a process improvement program in
1988 had reduced its rework costs from
about 40 percent to about 10 percent of
total project cost, increased staff productivity by 170 percent, and reduced defects
by about 75 percent over a seven-year periApril 2004
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od. According to a 1999 SEI report [9], a
software development contractor reduced
its average estimated schedule deviation
from 112 percent to 5 percent between
1988 and 1996. During that same period,
SEI reported that this same contractor
reduced its average estimated cost deviation from 87 percent to minus 4 percent.
By 2001, software development units
within the DoD were also showing results
from their improvement programs.
According to one GAO report [10], each
DoD unit with a software process
improvement (SPI) program reported positive effects on software/systems quality.
The Defense Finance and Accounting
Service, for example, reported that its SPI
program had reduced its overall software
delivery cost by about one-third less than
organizations of similar size; one Navy
software activity reported reduced costs,
improved product quality, and a 7:1 return
on its SPI investment; and an Army activity reported that it had almost doubled its
productivity in writing software for new
systems because of improvements made
under its SPI program.
Software Acquisition Process
Improvement
While many defense and civilian contractors developing software-intensive systems
have made performance gains through SPI,
those acquiring these same systems have
lagged behind. In situations where acquirers with a low level of process maturity
contract for software from developers with
a high-level process maturity, problems
occur. For example, acquirers may try to
circumvent development and management
processes because they feel that following
the process impacts their ability to meet the
goal. The result of this process avoidance by
the acquirer can be rework, additional
delays, or unexecutable cost and schedule
quotes – exactly what the process was
designed to avoid had it been followed.
Other problems can occur at the end of
the development process. If cost and delivery schedules become more important to
the acquirer than having the developer
meet their exit criteria for delivering a quality product, then the result can be software
delivered with avoidable defects. An acquirer with a low process maturity is at a greater
risk of having its program meet schedules
and costs, but fail to deliver required performance.
The GAO has been reviewing weapon
systems investments for more than 20
years. What they have found are consistent
problems – cost increases, schedule delays,
and performance shortfalls – along with
underlying causes such as pressure on proApril 2004

gram managers to promise more than they
can deliver [6]. In recent years, several of
those reports have included consistent recommendations to implement best practices
for software-intensive systems acquisition,
and to initiate broad improvement programs.
In a 2001 report to the Armed Services
Committee, for example, the GAO recommended that DoD establish and implement
a department-wide SPI program based on
accepted best practices [10]. In response to
GAO’s recommendations, the DoD identified two existing groups within the Office
of the Secretary of Defense (OSD)3, 4 as
appropriate places for SPI to be addressed.
The DoD also pointed to a revision of
DoD Regulation 5000.2-R (since cancelled)
as the needed policy guidance for improving software. The author believes that subsequent DoD inaction in response to
GAO’s recommendations played a pivotal
role in Congress legislating software acquisition process improvement.

“Given that softwareintensive projects are
among the most expensive and risky undertakings of the 21st century,
the investment in
weapons from fiscal
years 2003 through
2009 will exceed
$1 trillion.”
On Dec. 2, 2002, Section 804 of the
National Defense Authorization Act for
Fiscal Year 2003 [11] (or simply Section 804)
was enacted. The Senate report accompanying its version of the National Defense
Authorization Act for Fiscal Year 2003 [12]
was clear on its intent and purpose. The
report articulated the Senate’s concerns
with the negative impact of longstanding
software problems on major defense acquisition programs. The Senate noted the recommendations from [10] and stated that
the purpose of Section 804 was to implement the GAO’s recommendations.

Section 804:The Law
Section 804 mandates improvement of the
DoD’s software acquisition processes. This

legislation directly instructs the secretaries
of each military department and heads of
selected defense agencies to establish software acquisition process improvement programs – an apparent message of frustration with the way software improvement
had been handled in the past.
Software acquisition process improvement program requirements include the
following:
• A documented process for software
acquisition planning, requirements
development and management, project
management and oversight, and risk
management.
• Efforts to develop appropriate metrics
for performance measurement and
continual process improvement.
• A process to ensure that key program
personnel have an appropriate level of
experience or training in software
acquisition.
• A process to ensure that each military
department and select defense agency
implement and adhere to established
processes and requirements relating to
the software acquisition.
Section 804 also requires that the assistant secretary of defense for Command,
Control, Communications, and Intelligence, in consultation with the undersecretary of defense for Acquisition, Technology, and Logistics do the following:
• Provide applicable improvement program administration and compliance
guidance, and ensure that secretaries of
the departments and selected agencies
comply with that guidance.
• Assist the departments and agencies
with their respective improvement programs by ensuring they use applicable
source-selection criteria and have
access to a clearinghouse for information regarding best practices in software
development and acquisition in both
the public and private sectors.

Congressional Intent
Norm Brown, founding director of the
former Software Program Managers
Network, and Navy department member
of the 2000 Defense Science Board Task
Force on Defense Software said:
Anyone looking at the past congressional actions and listening to the
frustration expressed in congressional hearings will find the fundamental improvements mandated in
Section 804 come as no surprise.
The only surprise is that Congress
has been as patient as they have
been. Now, congressional patience
seems to be turning to impatience;
www.stsc.hill.af.mil
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an impatience to see significant
improvement in fixing our perennial problems with cost, schedule, and
performance – and in addressing
the underlying drivers that are causing these problems.
Congressional sources affirm that:
... [the] DoD is going to have to pay
attention from the ground up, in
other words, at the program manager level, or programs will continue
to get tanked. Congress will remain
interested and we’re not going to let
this go until [the] DoD significantly
improves how it acquires softwareintensive systems. The only way it’s
going to get fixed is by people on
the inside – it simply makes no
sense on any level to continue to
ignore it.
Another indication of Congressional
intent is the GAO’s tasking to monitor the
DoD’s compliance with Section 804.
Initially, the GAO was tasked to evaluate
the DoD’s efforts to develop programs for
improving software acquisition processes
and to assess how those efforts compared
with leading commercial companies’ practices. This initial GAO report (GAO-04393) was scheduled for publication in
March 2004. Subsequent GAO assessments will likely focus on compliance with
specific Section 804 requirements.

Implementation
DoD Guidance
On March 21, 2003, the DoD issued a
memorandum to provide the uniform
implementation guidance that Section 804
requires. This memorandum identified
applicability, delineated organizational roles
and responsibilities for overseeing implementation, and clarified initial expectations
for improvement programs. It also
instructed military departments and selected defense agencies to establish software
acquisition process improvement programs. Requirements for these programs
included defining and applying measures,
following applicable methods based on
some structured approach that included an
appraisal method, and determining and
reporting status of process adherence and
performance effectiveness.
The DoD memorandum also gave the
OSD Software Intensive Systems Steering
Group the role of leading a DoD-wide
effort to improve software acquisition
SM
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processes. This role entailed providing program guidance; identified best practices;
established a clearinghouse of information
regarding best practices and lessons learned
in software development and acquisition;
and provided guidance for documenting,
performing, and continuously improving a
minimum of eight specific software acquisition processes (the original four processes called out in Section 804, plus four additional processes5).
General Approaches
The OSD’s implementation guidance has
not been prescriptive. Component and
agency approaches to compliance vary
widely. That variety is clearly illustrated by
the list of best practice models selected as
the basis for software acquisition improvement programs. Model selections range
from the IDEALSM Model6, to the CMM

“... it is imperative that
DoD program managers
understand that their
efforts will be measured
against Section 804
requirements.”
IntegrationSM (CMMI®)7, to the Software
Acquisition CMM (SA-CMM®)8, to the
Federal Aviation Administration (FAA)
Integrated Capability Maturity Model
(FAA-iCMM®)9, to hybrid models (i.e.,
combining elements of two or more different models), to no identified model at
all. There is no one right answer, but
instead a variety of approaches are being
tested by the small but growing DoD-wide
software acquisition process improvement
community of practice10.
A new tool will soon be available to
help those looking for acquisition best
practices. The CMMI Steering Group, cochaired by the DoD and industry, has
sponsored the development of a CMMIbased guide for acquisition programs. The
CMMI Module for Acquisition11 focuses
on effective acquisition practices used by
first-level acquisition projects (e.g., system
project offices/program managers). It also
provides guidance to acquisition organizations above the acquisition project level to
support institutionalization of those acquisition practices. In addition to covering the
804 requirements, many of the acquisition
practices and amplifications in the Module

are drawn from existing sources of best
practices including the SA-CMM, the
CMMI, the FAA-iCMM, as well as additional coverage areas defined by experienced acquisition professionals.
NAVAIR’s Approach
As a key participant in the Naval Air
Systems Command’s (NAVAIR’s) software
acquisition process improvement program,
the author is able to share with readers
NAVAIR’s approach as one data point.
That approach is divided into three phases:
1) requirements determination, 2) gap
analysis and planning, and 3) implementation, as explained below.
The requirements phase began by
forming a small, command-endorsed team.
That team selected relevant best practice
models, mapped existing command policies to those practices, and developed and
implemented a communications plan. The
team chose a hybrid improvement model
for mapping policies to practices. For precontract process areas12, it selected the SACMM and for post-contract process areas,
it identified the CMMI13. The team also
added a ninth process area (to the eight
provided by the OSD) – Measurement and
Analysis from the CMMI – in order to
emphasize the importance at NAVAIR of
performance measurement.
The next phase entailed performing a
policy gap analysis and developing a command-wide improvement plan. Policy
owners identified changes to policy needed
to comply with the selected best practices.
A broader team was then formed – with
representation from all executive program
offices – to develop a NAVAIR software
acquisition process improvement plan
(SAPIP). In addition, an existing SPI enterprise team, the NAVAIR Software
Resource Center (SRC), was tasked to
build or identify the infrastructure to support the SAPIP through a network of
strategic partners.
Phase three was simply stated but represents a significant, long-term commitment: program managers execute the
SAPIP and comply with revised NAVAIR
policies. During the ongoing implementation phase, the SRC will work with individual programs to help them select the best
practice model(s) that best support their
business goals and baseline their processes.

Conclusions
Section 804’s mandate for the DoD software acquisition process improvement
programs is here to stay. It is not a onetime legislation with little or no follow-up,
but the result of a consistent, well documented, and growing need. Already, conApril 2004
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gressional sources are considering actively
identifying certain key programs for
greater scrutiny to see if they have adequately implemented the requirements of
the legislation. According to GAO sources,
“The outcome is what’s important, not
which best practice improvement model is
used as a road map to achieve the mandated requirements.”
Given that the GAO and Congress feel
that the acquisition of systems with major
software components needs to be
improved, it is imperative that DoD program managers understand that their
efforts will be measured against Section
804 requirements.
As members of the DoD community,
Section 804 is our collective call to action.
While some DoD components and agencies have already taken steps to improve
their software acquisition processes, others
have not. NAVAIR, for example, has been
addressing software development process
improvement issues well in advance of
Section 804 through an existing framework
of system/software leadership teams. With
the signing of Section 804, NAVAIR
emphasizes its strategic goal to improve its
software acquisition performance, continue to focus resources on refining policy,
communicate implementation guidance,
and expand its SPI support infrastructure.
To achieve its goal, NAVAIR understood
that top management support and metrics
to gauge implementation effectiveness
were essential.
How will your organization satisfy this
critical need to improve?◆
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