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Competitiveness Versus Security
Don O’Neill
Center for National Software Studies
Cybersecurity threats and vulnerabilities are increasing in number and sophistication, but security readiness is hampered by
vendors neglectful in product trustworthiness and by an inadequate user commitment to security readiness. Unwise legislation,
inadequate public-private collaboration, a patchwork of government regulatory infrastructure, and lack of business incentive
completing this inhospitable environment matches shortfalls in technical architecture, product trustworthiness, and security best
practices. The debate over who pays for cybersecurity is tilted toward industry and its responsibility to remain competitive,
exposing the nation’s critical software infrastructure to predictable security threats. Vendors must make the sacrifices needed
to eliminate vulnerabilities; users must invest in resistance, recognition, and reconstitution; and government must communicate, legislate, and regulate to rebalance the business calculation toward security. The community must forge a shared vision
spanning realistic assumptions about threats and vulnerabilities and the policy steps needed to achieve survivability.
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It spans legislative directions with its
unintended consequences that impact
security.
• It spans the government regulatory
infrastructure.
• It spans business with its lack of an
essential driving incentive to promote
security.
The following sections discuss these
dimensions of security in more detail.

e are experiencing the fallout from
the lunge toward a paperless society
without a technology infrastructure. As
McNamara said during the Vietnam War,
“If you don’t watch the periphery, it will
soon become the center” [1]. Security has
become the center but a center that spans
many dimensions.
Cybersecurity has many dimensions,
and currently players are free to choose the
dimension that best suits their background, experience, interest, or business
objective. The challenge facing the country
is to frame the issue realistically, to distill
those factors that impact on the national
interest, and to do so with intellectual honesty and no self-interest. In large measure,
we are engaged in operation barn door,
and the horse has already left.
What are the dimensions of security?
• It spans threats, vulnerabilities, and
readiness.
• It spans the industry’s underlying software architecture and environment,
and its inability to field trustworthy
software systems.
• It spans industry best practices and
certification of processes, people, and
products.
• It spans the private and public sector
and the tensions between them.
Figure 1: Security Incidents Reported

Threats,Vulnerabilities, and
Readiness
Security spans threats, vulnerabilities, and
readiness. The primary software security
focus needs to shift from threats and vulnerability to readiness and survivability.
Threats are not well understood. Even as
we struggle to determine the profile of
future incidents, the analysis of past incidents yields only an incomplete and sometimes contradictory profile [1].
The number of security incidents
reported to the Computer Emergency
Response Team (CERT) Coordination
Center has doubled in recent years (see
Figure 1). In 2003, 137,529 incidents were
reported compared to 82,092 in 2002. In
2001, 52,659 incidents were reported compared to 21,756 in 2000 and 9,859 in 1999.
Cyberattack tools permit sophisticated
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attacks to be carried out by unsophisticated intruders with minimum knowledge
who are supported by 30,000 hacker sites
on the Web with help and downloadable
scripts.
Even as we struggle to determine the
profile of future incidents, the analysis of
past incidents yields only an incomplete
and sometimes contradictory profile.
Ninety percent of security threats exploit
known flaws, 60 percent are random, and
40 percent are targeted, but the degree of
persistence is unknown. While probably
100 percent of U.S. enterprises are
attacked, only 30 percent admit to being
attacked, perhaps because insiders carry
out 70 percent of these attacks.
Interestingly, 17 percent of attacks are
attributed to industrial espionage and competitive intelligence. What security threats
have you experienced?
It is the industry’s software products
that make us vulnerable to cyberattack [2].
Current vulnerabilities are predominately
in implementation not design. These are
examples of neglect and stem from unanticipated input, incorrect usage of protocols and connectivity, and accepting vendor default settings. Understanding these
vulnerabilities involves chasing down execution paths and their uncountable large
number of possibilities.
Vulnerabilities abound. There were
5,000 vulnerabilities identified in 2001, and
aaproximately 4,000 vulnerabilities in 2002
alone. The same 30,000 hacker Web sites
support these vulnerabilities. Also, industry dependence on Microsoft products
with its large pool of users and its common and numerous vulnerabilities greatly
facilitates security intrusion into the
nation’s critical infrastructure, accounting
for 90 percent of all vulnerabilities [3].
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When it comes to trustworthy software
products, Microsoft has forfeited the right
to look us in the face. What vulnerabilities
are you aware of in actual practice?
Future vulnerabilities may find their
way into designs. Security markup language initiatives for common authentication and authorization and those capable
of selective word protection in text are
innovative. However, these efforts are not
validated and there is a lack of research
directed at the end-to-end validation of
Internet services. Can data streaming
through the Internet be tampered with en
route, resulting in a security exposure now
or later?
If you discover a new vulnerability,
what should you do? The reporting of vulnerabilities is in disarray. One vendor has
threatened to sue researchers who publicize its security vulnerabilities. The Critical
Infrastructure Protection Board advises
researchers to contact the vendor before
vulnerability is discussed publicly. If the
vendor does not respond, the second place
to contact is the CERT Coordination
Center. Finally, the third place is the
Critical Infrastructure Protection Board
itself. Clearly a single, independent office
should receive all reports and be accountable for analysis, disposition, status, and
dissemination of vulnerabilities. These
people have invented a strange concept of
responsibility.
Regarding readiness, security must be
designed in; it cannot be bolted on.
Beyond that, there is little consensus on
what it means to be ready. Some of the
industry approaches to readiness are simply wrong. Some say that security depends
on the people doing the protecting, but
security cannot be outsourced. Some say
security is a journey, not a destination. This
brings to mind the saying, “If you don’t
have a map, any road will do.” Is it the destination that is unknown or the road to
reach it? Many are treating security as a
process improvement activity. After 15
years, industry software process improvement has succeeded in stranding 68 percent of its U.S. practitioners at maturity
Levels 1 and 2, below the threshold of
competent software engineering, which is
Level 3 [4]. Others view security as a riskmanagement exercise. Hello! We need to
be secure now if we are to avoid the digital Pearl Harbor predicted by government
officials.

Architecture and
Trustworthiness
Security spans the industry’s underlying
software architecture [5, 6] and environJune 2004

ment and its inability to field trustworthy
software systems [7]. Industry must make
the technical sacrifices needed to achieve
enterprise security. Security may require
sacrificing certain preferred attributes of
trustworthy software systems. For example, openness, interoperability, and modifiability facilitate security intrusions.
In addition, security may require sacrificing certain architectural styles in favor of
those that facilitate ease of deterministic
recovery and reconstitution following a
security intrusion. How many are considering moving from fat clients to thin
clients? What technical sacrifices have you
made?

Best Practices and Certification
Security spans industry best practices and
certification of processes, people, and
products. The primary software security
focus on industry practices and certification must shift from process and people to

“The primary
software security
focus needs to shift
from threats and
vulnerability to readiness
and survivability.
Threats are not well
understood.”
product. Industry software configuration
management practice is poor, and patches
are made without adequate testing. Beyond
that, the industry practice is to procrastinate on implementing security patches
because upgrades lead to problems, and
personnel to test and retest are in short
supply. What has been your experience?
What is the typical frequency of release for
your system upgrades?

Private and Public Sector
Security spans the private and public sector
and the tensions between them. It is necessary to trade knowledge for power in
seeking common ground in the public-private collaboration. There is a public and
private consensus that industry must take
the lead in addressing security. If the private sector does not come up with marketdriven security standards, then government will step up its regulatory pace.
However, the government itself has

earned failing grades on security readiness
[8]. In addition, the private sector is reluctant to report security intrusions to the
government due to the Freedom of
Information Act. Has your enterprise
reported any security incidents?

Legislative Directions
Security spans legislative directions with
their unintended consequences that impact
security. It is necessary to revise the legislative actions whose consequences are
impacting national security. Unintended
consequences have accompanied the
Uniform
Computer
Information
Transaction Act, the H1B High Tech
Immigration Visa Program, the ClingerCohen Act, and the Freedom of
Information Act.
The availability of security liability
insurance might diminish the incentive to
improve the software security infrastructure. Currently insurers lack actuarial data
on software security, and may demand
compliance with good security practice as
a prerequisite to underwriting insurance.
Software companies often operate as services and are not subject to product liability. Nevertheless, contractors may be reluctant to support government security initiatives without indemnification from third
party liability. Are these topics being discussed in your organization?

Government Regulatory
Infrastructure
Security spans the government regulatory
infrastructure. An enterprise must consider the security cost and information disclosure risk in working with the government. National Security Telecommunications and Information Systems Security
Policy No. 11 requires that all commercial
off-the-shelf products must be certified by
one of several agencies. These are software products that process, store, display,
or transmit national security information.
It became effective in July 2002.
Presidential Decision Directive (PDD)
63 is intended to promote cooperation
between industry and government. The
interconnection of the various sectors of
the nation’s critical infrastructure introduces the risk of cascading consequences
following a terrorist attack whether a physical attack or cyberattack. To counter this
threat, Information Sharing and Analysis
Centers have been created to gather, analyze, and disseminate information and promote public-private cooperation. However, the Freedom of Information Act is
throttling the willingness of industry to
participate fully and share openly.
www.stsc.hill.af.mil
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Figure 2: Levels of Global Software Competitiveness
Compliance with PDD 63 is achieved
through vulnerability assessments using
the Information Security Assessment
Training and Rating System administered
by several organizations.
The Government Information Security
Reform Act requires government agencies
to integrate security programs into their
computer network and capital investment
plans. While the price of noncompliance is
a budget cut, heads of government agencies lack the skilled staff to comply.

Business Incentive
Security spans business with its lack of an
essential driving incentive to promote
security. It is necessary to provide effective
mechanisms that tilt the essential business
calculation from cost effectiveness and
competitiveness to trustworthiness, survivability, and security. Enterprise management is driven by quicker, better, cheaper and
cost-effective software practices that
enhance competitiveness while increasing
security risk. Even quality concerns register with enterprise management 10 times
higher than security concerns. The high
cost of security readiness and the perceived low probability of impact due to
security intrusion conspire to promote
inaction despite that $13 billion in impact
was attributed to security intrusion in
2001. The enterprise must analyze what is
to be protected and how important it is to
be protected. What needs to be protected
in your organization?
The scope of topics under the security
tent is broad and deep; consequently, there
are no experts. Organizations are now
assigning chief security officers to address
security in an effort to fence off the blame
for this high-risk area. Stovepipe knowledge is increasing with respect to past and
current threats and vulnerabilities, but
understanding and practicing readiness are
Table 1: Trade-Off Factors

lagging. Security threats come from unexpected places. This makes risk management difficult.
The attempt to get a balanced security
risk-management program leads to
nuanced approaches that look good under
the uncritical light of management review
but buckle under the intense glare of the
factory floor and operating center. A collection of 90 percent approaches does not
yield a 100 percent solution. When there is
order, incremental change and process
improvement can succeed; but when
things are in disarray, the practice of tilting
borderline practices towards a center line
proves inadequate. The antidote for security threats is survivability. For enterprises
with software operations at the center of
the nation’s critical infrastructure, nothing
else will do.

Levels of Competitiveness
The government is responsible for prosperity, and industry is responsible for
competitiveness. The leading indicators of
prosperity span competitiveness, security,
and infrastructure because without security and infrastructure, competitiveness cannot be achieved [9]. The Council on
Competitiveness in Washington, D.C.,
defines competitiveness “as the capacity
of a nation’s goods and services to meet
the test of international markets while
maintaining or boosting the real income
of its citizens” [10].
In software, competitiveness is
achieved by providing fuel, setting direction, and controlling the environment,
including personnel resources, customer
satisfaction and added value, competitors
and new entrants, and event threats and
change [11]. There are five levels of global software competitiveness (see Figure 2):
• Level 1 is the absence of expectation,
achievement, and engagement in the

Competitiveness
Engineering Practices
Dependable Product
Change Tolerance
Cost Effectiveness
Deep Community Relations
Personnel Management
Survivability
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conversation on global software competitiveness.
Level 2 is the availability of personnel
skills and resources and their deployment.
Level 3 is value to the customer
derived through vigorous competition
for current market niche with mature
products that deliver value and earn
customer satisfaction.
Level 4 is competing for the future by
setting the industry standard and practicing reuse and domain architecture
technology to meet it.
Level 5 is managing change and controlling event threats through strategic
software management that raises the
ability to improve to a core competence.

Who Pays the Bill?
The government has bought in on the
security problem, but industry has not yet
been sold. Industry appears to treat security as either a business challenge or a
business opportunity, but it has not made
a commitment to the essential investment
of infrastructure. There is a public and
private consensus that industry must lead
in addressing security; however, with
industry slow to take the lead, the government can be heard rattling its regulatory
sword in the form of standards.
There is an important national debate
on cybersecurity. It centers on who pays
the bill, the private or public sector. On
one hand, the public sector argues that
security and competitiveness move
together, therefore, the private sector
should pay the cost to be competitive. On
the other hand, the private sector argues
that security costs too much, and the
probability of occurrence is too low to
force the investment especially during the
period of economic recovery.

The Trade-Off Factors
As Deming1 taught us, there is no substitute for superior knowledge. The knowledge required in this trade-off revolves
around the practices and factors that
enhance both competitiveness and security and those that enhance one at the
expense of the other (see Table 1).
Three types of practices and factors
are used to frame the issue, including
trustworthiness, cost effectiveness, and
survivability. Trustworthiness revolves
around an engineering practice that tolerates change and yields dependability of
results [7]. Well-engineered software products are complete, correct, consistent,
conforming, traceable, simple not complex, scalable, predictable, and usable.
June 2004
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Leading Indicators of
Competitiveness and Security
Engineering Practice
• Complete
• Correct
• Consistent
• Conforming
• Traceable
• Low Complexity
• Scalable
• Predictable
• Usable
Dependable Product
• Available
• Reliable
• Predictable
• Tested
• Defect Free
• Failure Free
• Fault Free
• Stable
• Private
• Safe

Change Tolerant
• Adaptable
• Extensible
• Interoperable
• Modifiable
• Open

Deep Community
Relationships
• Collaborative Research
• Government Research
• University Research

Foreign Nationals and
Outsourcing
• Immigration Policy
• Domestic Outsource
• Offshore Outsource

Personnel Management
• Open Requisitions
• Personnel Turnover
• Staff Churn

Commercial Off-the-Shelf
• Reuse Technology Practice
• Product Line Practice
• Domain Architecture

Survivability
• Resistance
• Recognition
• Reconstitution

Figure 3: Leading Indicators
nation’s critical infrastructure, and they is being used to assess the impact of trustlack allegiance to the United States. worthiness, cost effectiveness, and survivCommercial off-the-shelf products ability practices and factors on competiprovide quick and cheap solutions [15, tiveness and security. Using this tool, the
16]; however, they are produced with factor impact analysis was conducted to
unknown work forces using unknown analyze the behavior of trustworthiness,
practices that yield unknown trustwor- cost effectiveness, and survivability (see
thiness – a security exposure.
Figure 4). To demonstrate the use of the
• While collaborative research with tool, a set of notional quick-look scores is
appropriate intellectual controls is nec- postulated for commercial, Department
essary to achieve high maturity in com- of Defense, industry, and government
petitiveness, this same knowledge (see Table 2 on Page 28). Participants are
could be used to launch a highly intel- asked what scores they would assign each
ligent security intrusion.
practice and factor and are invited to exer• Personnel turnover impacts both com- cise the tool to complete the analysis [20].
petitiveness and security; deep domain
Each practice and factor is rated from
knowledge must be kept intramural.
low to high on a scale of one to five. The
• Survivability practices essential for expressions used to evaluate competitivesecurity impact competitiveness ness and security derives an average of the
through added cost, product inconve- factors, not weighted. Negative factors
nience, and increased complexity.
shown in Table 1 are adjusted by subtractThe leading indicators (see Figure 3) ing the score for the factor from six effecselected to characterize the practices and tively mapping the one-to-five scale to a
factors of competitiveness and security five-to-one scale.
are drawn from the attributes of trustworThe expressions used to evaluate comthy software systems [7], global software petitiveness and security are:
competitiveness [17, 18], and cybersecurity survivability [12, 19].
competitiveness=
A Web-based scoring and analysis tool
(engineering+dependable+change+
Figure 4: Competitiveness Versus Security Trade off
Competitiveness Versus Security: Notional Quick Look
3.50
Evaluation

Dependable software products are available, reliable, predictable, tested, defect
free, fault free, failure free, stable, private,
and safe. Well-engineered software products are also change-tolerant and are
adaptable, extensible, interoperable, modifiable, and open.
Cost-effective production is driven by
a variety of factors involving personnel
resources and skills and development
environment and its process, methods,
and tools. Specifically, there has been a
heavy dependence on several approaches,
including using foreign nationals and offshore outsourcing, the incorporation of
commercial off-the-shelf products, the
deepening of community relations
through collaborative research, and the
management of personnel factors, in particular personnel turnover.
Survivability spans the resistance to
cyberattack, the recognition of a cyberattack, and the reconstitution of enterprise
software operations following a
cyberthreat
or
cyberattack
[12].
Survivability is achieved through the right
blend of function, form, and fit. Function
includes user authorization, access control, encryption, firewalls, proxy servers,
normal operation monitoring, backup and
shadow operations, data and program
restoration, and disaster recovery. Form
includes dispersion of data, diversification
of systems, rules of construction, state
data isolation, disciplined data, intrusion
usage patterns, virus scans, internal
integrity, secure state data monitor, exception handlers, full system state architecture, minimum essential function, and isolation of damage. Fit includes adherence
to loading limits, predictable response, no
memory leaks, rate monotonic scheduling,
timeline or event-driven scheduling, monitor memory management, timeline predictability, watch-dog timer, and full system predictability.
Leading indicators are identified for
each practice and form the basis for the
trade off that is structured along the following lines:
• Engineering practices and dependable
product factors enhance both competitiveness and security.
• While change tolerance and ease of
change benefit competitiveness, they
also provide easy access for those with
malevolent intent.
• While cost effectiveness benefits competitiveness, some of the means for
achieving it present security exposures.
Foreign nationals are skilled and cheap
[13, 14]; however, they possess the
means in the form of superior knowledge and access to intrude on the
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foreign+cots+research+
(6-personnel)+(6-survivability))/8
security=
(engineering+dependable+
(6-change)+
(6-foreign)+(6-cots)+(6-research)+
(6-personnel)+survivability)/8

While both are essential, it is clear that
competitiveness and security travel on
separate paths that do crisscross and overlap at certain points. This competitiveness
versus security trade-off may be tilted
toward competitiveness thereby exposing
the nation’s critical infrastructure to predictable security threats.

Survivability
The nation’s software infrastructure is
fragile. When it is targeted by a competent,
determined attacker, it may collapse.
Those who bring their A-game may be
able to reconstitute software operations;
others will not.
Survivability spans the resistance to
cyberattack by improving the software
infrastructure, recognizing a cyberattack
by sharing information on threats and vulnerabilities, and reconstituting enterprise
software operations following a cyberthreat or cyberattack by ensuring continuous operations, switching over, and
restarting critical operations. Survivability
is achieved through the right blend of
function, form, and fit (see Table 3).
The game plan is a software survivability policy that begins by forging a
shared vision on the nature of the threat,
vulnerabilities, and readiness. This vision
assumes that threats continuously evolve,
vulnerabilities are large and growing, critical assets are under continuous attack by
insiders and outsiders, attacks are targeted
and persistent and directed at both system
and application, threats and vulnerabilities
are outside the control of the enterprise
and not fully knowable, and survivability
strategies must be independent of threats
and vulnerabilities.
The policy establishes a readiness
framework for achieving software survivability, one that organizes and orchestrates
the layers of security by making an explicit
commitment for inaction or action based
on security costs exceeding intrusion costs,
adopting best security practices in order to
avoid lawsuits, performing due diligence in
resistance and recognition in order to protect the business enterprise, ensuring the
continuous operation of the critical infrastructure through reconstitution, and controlling the disclosure of information to the
government and to attackers (see Table 4).
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Practice
Engineering
Dependable Product
Ease of Change
Foreign Nationals
Commercial Products
Collaborative Research
Personnel Management
Survivability

Commercial
1
2
2
4
4
2
4
2

DoD/Industry
3
3
3
2
2
4
3
4

Government
2
1
1
3
2
3
2
1

Table 2: Notional Values for Factors
vulnerable to cyberattack, industry must
make the sacrifices needed to achieve
security by rebalancing its cost effectiveness tactics and ensuring the readiness and
survivability of software products.◆

Conclusion
When it comes to security, knowledge
must replace both power and money as
the coin of the realm. Both government
and industry have responsibilities to reconcile the conflicting factors encountered
in seeking both competitiveness and security. While the government cannot make
us safe from cyberattack, it can tilt the
business calculation toward security
through tax credits, insurance mechanisms, and selective indemnification
designed to incentivize readiness. Since
the industry’s software products make us

References
1. Information
Security
Alliance.
Common Sense Guide for Senior
Managers - Top Ten Recommended
Information Security Practices. 1st ed.
Arlington, VA: Information Security
Alliance, July 2002 <www.isalliance.
org/news/requestform.cfm>.

Table 3: Software Survivability Model
Function
Resistance
 Bulletproof

Reconstruction
 Restore
 Continue

Fit

User Authorization



Dispersion of Data





Access Control



Diversification of
Systems





Recognition
 Detect

Form



Encryption



Rules of Construction



Firewalls



State Data Isolation



Proxy Servers



Systematic Programming



Disciplined Data



Cyber Forensics



Intrusion Usage Patterns



Normal Operation
Monitoring



Virus Scans



Backup Operation



Internal Integrity
Checking



Shadow Operation



Fully Redundant
Operation



Voting



Restore Data and
Programs
Minimum Essential
Function
Alternative Services
Disaster Recovery







Secure State Data
Monitor



Exception Handlers



Full System State
Architecture
Minimum Essential
Function
Isolation of Damage




50 Percent Loading
Predictable Response



No Memory Leaks



Rate Monotonic
Scheduling



Timeline vs. Event Driven



Monitor Memory
Management



Timeline Predictability



Watchdog Timer



Full System Predictability



Reduced Volume
Conserve Time and
Memory



Table 4: Software Survivability Policy
Policy Step
Commitment to
 Inaction
 Action
Adopt Best Practices



Enterprise Objective
Understand the Costs






Avoid Lawsuits





Perform Due Diligence



Protect Business





Ensure Continuous Operation



Protect Critical Infrastructure





Control Disclosure of Information




Open to Government
Hidden to Attackers




Leading Indicators
Security Costs
Intrusion Costs
Culture of Security
People Doing the Protecting
Personnel Background Check
Resistance
Recognition
Cost Effective Sacrifices
Reconstruction
Architecture Sacrifices
Change Tolerance Sacrifices
Information Sharing With Government
Information Hiding From Attackers

June 2004

Competitiveness Versus Security

2. Vatis, Michael A. “Cyber Attacks
During The War on Terrorism: A
Predictive Analysis.” Institute for
Security Technology Studies at
Dartmouth College, 2001.
3. O’Neill, Don. “Competitiveness Versus
Security
Assessment
Tool.”
<http://members.aol.com/ONeill
Don2/comp-sec_frames.html>.
4. Software
Engineering
Institute.
“Process Maturity Profile, Software
CMM, CBA-IPI, and SPA Appraisal
Results, 2003 Mid-Year Update.”
Pittsburgh, PA: Software Engineering
Institute, Sept. 2003 <www.sei.cmu.
e d u / s e m a / p d f / S W- C M M / 2 0 0 3
sep.pdf>.
5. O’Neill, Don. “Managing Architecture.” The Competitor 4.6 (July 2001)
<http://members.aol.com/ONeill
Don2/competitor4-6. html>.
6. Software Engineering Institute.
Architecture Trade-off Analysis
Method SM. Pittsburgh, PA: Software
Engineering Institute <www.sei.cmu.
edu/ata/products_services/atam. html>.
7. O’Neill, Don. “Trustworthiness of
Software
Value
Points.”
The
Competitor 4.3 (Jan. 2001) <http://
members.aol.com/ONeillDon2/ competitor4-3.html>.
8. Krebs, Brian. “Most Federal Agencies
Flunk Interent Security.” Washington
Post 10 Dec. 2003.
9. O’Neill, Don. “Software Value Added
Study.” ACM Software Engineering
Notes 22. 4 (July 1997) <http://
members.aol.com/oneilldon2/new_
competitor_initial.html>.
10. Council on Competitiveness. “U.S.
Competitiveness: A Ten Year Strategic
Assessment.” Washington, D.C.:
Council on Competitiveness, Oct. 1996.
11. O’Neill, Don. “Set Direction, Provide
Fuel, and Control Environment ... Be
Globally Competitive.” e-GOV Journal
2.1 (Dec./Jan.1999) <http://members.
aol.com/oneilldon2/new_vol1no3.
html>.
12. Linger, Richard C., and Andrew P.
Moore. “Foundations for Survivable
System Development: Service Traces,
Intrusion Traces, and Evaluation
Models.”
CMU/SEI-2001-TR-029.
Pittsburgh, PA: Software Engineering
Institute, Oct. 2001.
13. CXO Media Inc. “A Passage to India.”
CIO Magazine 1 Dec. 2000 <www.
cio.com/archive/120100/index. html>.
14. Moitre, Deependra. “Country Report
on India’s Software Industry.” IEEE
Software Magazine Jan. 2001.
15. Basili, Victor R., and Barry Boehm.
“COTS-Based Systems Top 10 List.”
June 2004

Computer Mar. 2001: 91-93.
16. Software Engineering Institute. COTS
Usage Risk Evaluation. Pittsburgh, PA:
Software Engineering Institute <www.
sei.cmu.edu/cbs/cureprod.htm>.
17. O’Neill, Don. “Global Software
Competitiveness Assessment Program.” Quality Week Europe
Conference, Brussels, 1997.
18. O’Neill, Don. “Global Software
Competitiveness Assessment Tool.”
<http://members.aol.com/ONeill
Don2/special_gsc_frames.html>.
19. Software
Engineering
Institute.
Operationally Critical Threat, Asset,
and Vulnerability Evaluation. Pittsburgh, PA: Software Engineering
Institute <www.sei.cmu.edu/programs
/nss/surv-net-mgt.html>.
20. O’Neill, Don. “Competition Versus
Security.” Quality Week 2002
Conference, San Francisco, CA., Sept.
2002
<http://members.aol.com/
ONeillDon2/comp-sec-paper.html>.

Get Your Free Subscription
Fill out and send us this form.
OO-ALC/MASE
6022 Fir Ave
Bldg 1238
Hill AFB, UT 84056-5820
Fax: (801) 777-8069 DSN: 777-8069
Phone: (801) 775-5555 DSN: 775-5555

Or request online at www.stsc.hill.af.mil
NAME:________________________________________________________________________
RANK/GRADE:_____________________________________________________
POSITION/TITLE:__________________________________________________
ORGANIZATION:_____________________________________________________

Note
1. Dr. W. Edwards Deming is known as
the father of the Japanese postwar
industrial revival and is regarded by
many as the leading quality guru in the
United States. He died in 1993.

ADDRESS:________________________________________________________________
________________________________________________________________
BASE/CITY:____________________________________________________________

About the Author
STATE:___________________________ZIP:___________________________________

Don O’Neill is an independent consultant who
focuses on software
inspections training, directing the National
Software Quality Experiment, and conducting global software
competitiveness assessments. Following
a 27-year career with IBM’s Federal
Systems Division, O’Neill completed a
three-year residency at Carnegie Mellon
University’s Software Engineering
Institute under IBM’s Technical
Academic Career Program. He is a
founding member of the Washington
D.C. Software Process Improvement
Network and the National Software
Council and serves as the executive vice
president of the Center for National
Software Studies. O’Neill is also a collaborator with the Center for Empirically
Based Software Engineering.
9305 Kobe Way
Montgomery Village, MD 20886
Phone: (301) 990-0377
E-mail: oneilldon@aol.com

PHONE:(_____)_______________________________________________________
FAX:(_____)_____________________________________________________________
E-MAIL:__________________________________________________________________
CHECK BOX(ES) TO REQUEST BACK ISSUES:
APR2003  THE PEOPLE VARIABLE
M AY 2003  STRATEGIES AND TECH.
JUNE2003  COMM. & MIL. APPS. MEET
JULY2003  TOP 5 PROJECTS
AUG2003  NETWORK-CENTRIC ARCHT.
SEPT2003  DEFECT MANAGEMENT
OCT2003  INFORMATION SHARING
NOV2003  DEV. OF REAL-TIME SW
DEC2003  MANAGEMENT BASICS
FEB2004  SOFTWARE CONSULTANTS
MAR2004  SW PROCESS IMPROVEMENT
APR2004  ACQUISITION
MAY2004  TECH.: PROTECTING AMER.
To Request Back Issues on Topics Not
Listed Above, Please Contact Karen
Rasmussen at <stsc.customerservice@
hill.af.mil>.

www.stsc.hill.af.mil

29

