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In the wake of the Patriot Acts and the Snowden revelations, new details 
about surveillance technologies rarely seem surprising. Many have grown 
accustomed to Constitution-violating “sneak and peek” search warrant 
practices, biometric scanning, and sensors that make anything and 
everything monitor-able, no matter how large or small. As billions of people 
around the world are becoming digitally connected, the Kool-Aid is beginning 
to wear off. Networked office workers are revolting against the constant 
scrutiny of their online activities. Internet users are upset that Twitter and 
Facebook are in cahoots with the National Security Agency (NSA). And GPS-
equipped smartphones seem more and more like electronic ankle bracelets. 
The utopian allure of connectivity is cracking and totalitarian tendencies are 
alive and kicking, especially in the world’s democracies.  
 
Such conditions have kept surveillance scholars busy. Since 9/11, scholars 
have analyzed the monumental shifts in surveillance that have unfolded in 
the context of the War on Terror.1 They have demonstrated that digital 
networks and social media have become havens for state and corporate 
monitoring of citizens’ expressions and transactions.2 They have explored 
how techniques of racial profiling, biometrics, and physical searching 
continue to disenfranchise people who are already vulnerable or immersed 
in struggles for social equality and justice, including the poor, people of color, 
and refugees.3 And they have charted the labyrinthine expansion of closed-
circuit and airport security systems and the complex dynamics of their use.4 
Despite the plethora of vital topics that have been tackled, surveillance 
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scholars have yet to discuss a gadget of growing concern—a cellphone 
interception technology known as the IMSI catcher.5 
 
Also called a “man-in-the-middle” device, “cell site simulator,” “StingRay,” 
and “dirtbox,” the IMSI (International Mobile Subscriber Identity) catcher 
functions by simulating a cellphone base station. It locks on to cellphones in a 
given vicinity and then intercepts data from and/or remotely reconfigures or 
operates the phones. Because of the powerful surveillance capability it 
provides, it has been incorporated into the work of military units, state 
agencies, law enforcement agencies, spies, hackers, and criminal 
organizations. Yet, the devices were relatively secret until recently, because 
organizations have used them surreptitiously and some manufacturers have 
required their clients to sign non-disclosure agreements that forbid public 
discussion of the technology’s use.6 Over the past decade, a series of lawsuits 
was filed in connection with IMSI catcher use and civil rights organizations 
and journalists began to ask questions. Hackers also began to figure out how 
to build and detect the devices. At the same time, more manufacturers 
entered the market, new models proliferated, and the price of IMSI catchers 
dropped dramatically. The IMSI catcher is now part of a lawful interception 
industry that is expected to be worth $1.3 billion by 2019, up from $251 
million in 2014.7 In short, cellphone interception could become as common 
as cellphone use. 
 
In an effort to encourage further work on the IMSI catcher, this essay 
provides a broad overview of the technology’s emergence, manufacturers, 
and uses in different parts of the world. The essay concludes with a 
discussion of critical issues elicited by its proliferation and use and suggests 
avenues for further research.  
 
Making the Man-in-the-Middle 
 
While telephone interception technology dates back to the late 19th century, 
the IMSI catcher first emerged in the early 1990s.8 The first publicly known 
companies to manufacture and sell them were based in Germany and Israel. 
Rohde & Schwarz, a major German electronics manufacturer founded in 
1933, presented its first IMSI catcher in 1996 in Munich. Model GA 090 was 
designed to identify a cellphone subscriber by accessing the phone’s IMSI—a 
number that is unique to every SIM card—and then determining the 
subscriber’s phone number with help from the network operator. GA 900, a 
later model released in 1997, enabled the user to also tap outgoing cellphone 
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calls.9 Rohde & Schwarz now has 9900 employees and operates in 70 
countries. Another German company called PKI now markets multiple IMSI 
catchers as “Anti Terror Equipment” and even runs its own training facility.10 
 
Leading Israeli manufacturer, Ability, was formed in 1993 to design 
interception and decryption devices. Under the motto “Forewarned is 
forearmed,” the company currently sells five cellphone interception systems 
and a device called the IBIS Airborne II that attaches to aircraft.11 A 
promotional video describes the machine as one that “takes cellular 
interception to a higher level.”12 The narrator explains that the IBIS Airborne 
II undetectably intercepts information from cellphones and tracks their 
locations in real time from a plane flying overhead.13 Reflecting the nebulous 
boundaries between surveillance and counter-surveillance, Rayzone 
Corporation, a newer Israeli company founded in 2010, makes both an IMSI 
catcher called Piranha and an IMSI catcher detector called ArrowCell.14  
 

 
Figure 1 The Sting Ray 

 
In the United States, the Florida-based Harris Corporation has been a 
primary manufacturer of IMSI catchers. Its devices, branded as StingRays, 
were first developed for the military and intelligence agencies. The company 
registered the original trademark in 2001 and sold the StingRay for $65,479. 
The more powerful StingRay II, released between 2007 and 2008, was priced 
at $134,952.15 Harris Corporation now sells a full fleet of cellphone 
interceptors with names like Gossamer, Triggerfish, Amberjack, and 
Harpoon. They have different features and technical abilities, come in various 
sizes, and can cover a range of distances. One of its newest models, 
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Hailstorm, can even remotely inject malware into cellphones.16 Another US 
company, Digital Receiver Technology, Inc. (DRT), a Boeing subsidiary, is 
known for its manufacture of DRTBOX (“dirtbox”). This device costs $78,850 
and can be installed on planes to scan phones on the ground.17 US-based 
Meganet Corporation makes the VME Dominator, which offers “voice 
manipulation, up or down channel blocking, text intercept and modification, 
calling & sending text on behalf of the user, and directional finding of a user 
during random monitoring of calls.”18 Finally, the Gamma Group has 
developed car-integrated and body-worn IMSI catchers.19 
 
Given the increasing demand for and the ease of assembling the technology, 
IMSI catchers are now being produced in various parts of the world, 
including China. On Alibaba.com—the Chinese equivalent of Amazon.com—a 
search for “imsi catcher” in February 2016 turned up 270 related products 
and 31 Chinese suppliers such as Shenzhen TYH Technology Co., LTD, 
Telepower Communication, and Shenzhen Etross Telecom Co., Ltd.. Models 
range in capacity, and prices average between $1200-2050, though some 
components cost as little as $50 and one device was selling for $30,000. 
Presumably to attract global sales, some IMSI catcher product taglines 
include phrases such as “Hot product in Dubai” or “Nigeria new security 
system.” Their listings sometimes also feature illustrated use scenarios, 
technical instructions, or photos of women working on the manufacturer’s 
assembly lines.20  
 

 
Figure 2  IMSI Catcher - Hot Product in Dubai 
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Until recently, public information about IMSI catcher manufacturers and 
their devices was relatively limited. In December 2015, The Intercept 
acquired and published a secret internal US government catalogue of 
cellphone surveillance devices used by the military and intelligence agencies. 
The catalogue provides details on manufacturers and their product lines, and 
identifies vendors such as the NSA and the Central Intelligence Agency (CIA). 
According to The Intercept, “Nearly a third of the entries focus on equipment 
that seems to have never been described in public before.”21 The original 
document is formatted as if ready-made for inclusion in PowerPoint 
presentations, with photos of each device and lists of its capabilities, 
limitations, planning factors, and price. The catalogue includes StingRays and 
dirtboxes as well as a $9920 machine called CellBrite, which, The Intercept 
claims, will “suck every last byte of data out of a seized cellphone.”22 Each 
page of the May 1, 2006 document is marked “SECRET//NOFORN,” a 
distribution criterion for US classified materials that means “No Foreign 
Nationals.” Each page is also stamped with a January 7, 2034 declassification 
date, which suggests that these devices are likely to be around for a while.23 

 

 
Figure 3 The CellBrite 
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In the last several years, ad hoc groups, hackers, and researchers have built 
their own IMSI catchers, some in the spirit of the open-source movement. 
Multiple press reports refer to Chris (now Kristen) Paget’s 2010 DEFCON 
presentation “Practical Cell Phone Spying.” In that talk, Paget demonstrated a 
$1500 homemade system constructed from software-defined radio and free 
open-source software such as GNU Radio, OpenBTS, or Asterisk.24 Another 
report indicates that a team was able to convert a Verizon cell network 
extender into an IMSI catcher that fit into a backpack.25 And in 2015, a 
research group from Helsinki and Berlin combined $1400 worth of hardware 
with open-source software to create its own IMSI catcher. That device works 
on newer 4G/LTE networks and tracks a phone’s precise location by using 
signals from Facebook and WhatsApp messengers.26 What was once a highly 
secret technology is becoming more widely known. One security expert 
describes the situation as the “democratization of Stingray,”27 while legal 
analysts suggest that we are on the brink of an era in which everyone can 
eavesdrop on cellphone conversations.28  
 
 
Surveillance, Spying, and Spam  
 
Cases of IMSI catcher use have been reported around the world, including in 
the US, United Kingdom, Norway, South Africa, Ukraine, China and India.29 In 
the US, law enforcement officers have used cellphone simulators since 1995 
and adopted the use of StingRays around 2003.30 Information about the 
technology began to circulate publicly due to high-profile legal decisions, in 
connection with tax fraud (United States v. Rigmaiden in 2011-2013) and 
drug trafficking (a Texas federal magistrate judge denying the Drug 
Enforcement Agency’s use of a StingRay in 2012).31 In the former case, law 
enforcement officers used IMSI catchers to intercept cellphone data that led 
to the target’s arrest and prosecution. In the latter case, federal agents in the 
pursuit of a suspect ran up against a rare instance of judicial restriction. 
Organizations such as the American Civil Liberties Union (ACLU), Electronic 
Frontier Foundation (EFF), and Electronic Privacy Information Center (EPIC) 
have followed these developments closely. Controversies have arisen in 
several cases as law enforcement officers refused to testify about their use of 
IMSI catchers. They cited the non-disclosure agreement the Harris 
Corporation required them to sign, noting that it forbids public discussion of 
the technology.32 
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Figure 4 FOIPA Deleted Page Information Sheet 
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A 2012 EFF investigation of IMSI catcher use in the US found “hundreds of 
thousands of searches for cell phone location information” and the 
“skyrocketing of warrantless surveillance.”33 In February 2012, EPIC 
submitted a Freedom of Information Act (FOIA) request to the Federal 
Bureau of Investigations (FBI). It sought technical details about StingRays 
and cellphone simulators, as well as the Bureau’s procedures and legal 
rationales for using them.34 The FBI responded to the FOIA request with 13 
releases of 20,000 largely redacted documents between October 2012 and 
July 2013. The nature of the reply made the agency’s commitment to 
suppressing information about the technology particularly evident.35 
Ironically, it is possible to find more technical information about IMSI 
catchers on Alibaba.com than through these 20,000 pages of federal 
documents.  
 
Given the broad authorizations of the Patriot Acts (not to mention law 
enforcement officers’ physical seizures of suspects’ cellphones36), IMSI 
catcher use in the US is hardly surprising. However, it is worth noting that 
the publicized instances of the device’s use have been linked to the 
prosecution of tax evaders and drug traffickers rather than terror suspects. It 
remains to be determined if and how IMSI catchers are being used in 
practices of racial, religious, and neighborhood profiling. For instance, how 
often are IMSI catchers used to monitor the cellphone activity of Arab and 
Muslim Americans, residents in urban Black communities, or visitors 
entering the US from particular countries? How are IMSI catchers deployed 
along the US-Mexico border? The specific ways that cell site simulators 
support racist surveillance practices have yet to be fully investigated. Yet, 
there have already been reports of IMSI catcher use during Black Lives 
Matter protests in Minneapolis and Chicago.37 Anonymous made a video 
about the Chicago incident that featured audio feeds from a Chicago Police 
Department fusion center.38 And the Baltimore Police Department has 
reportedly used cellphone simulators to track 4300 phones since 2007.39 The 
growing use of IMSI catchers in the US led Representative Jason Chaffetz of 
Utah to introduce a Congressional bill called the Cell-Site Simulator Act of 
2015 that would prevent government agencies from using StingRays without 
a warrant in most conditions.40  
 
In India, IMSI catchers have been used as tools of industrial espionage. 
Private companies and individuals allegedly smuggled an estimated 2000 
IMSI catchers into India (made in Israel, China, the UK, France, and Sweden) 
through Nepal and Bangladesh, and used the devices illegally to intercept 
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cellphone conversations.41 Over 90% of the devices were imported by the 
private sector. The devices cost approximately 18,000 rupees (about $350) 
and could record 10-12 conversations simultaneously within a 2-kilometer 
radius. In an attempt to eradicate their private-sector use, the Indian 
government banned IMSI catchers in 2012. It also created a period in which 
the devices could be turned over to the government without prosecution, but 
none were presented. In the Indian case, the IMSI catcher has become part of 
an intensely competitive entrepreneurial culture, in which companies exploit 
any strategic advantage to succeed in the marketplace.  
 
In China, IMSI catchers have been used to disseminate spam. In 2014, 
Chinese authorities arrested more than 1500 people for sending spam text 
messages through illegal fake mobile phone base stations. Authorities 
reportedly seized more than 2600 of these stations and shut down 24 sites 
where IMSI catchers were illegally manufactured. China’s Ministry of Public 
Security reported more than 3500 cases of suspected crimes related to the 
technology.42 News reports about the use of these devices in China have 
emphasized the illegal spam incident, but states can also use the technology 
to track political dissidents, journalists, activists, ethnic or sexual minorities, 
and foreigners. As evidence of the broader use of the technology in China, 
one security expert claims that four Chinese airlines use IMSI catchers to spy 
on passengers.43 
 
Indeed, there is growing concern about IMSI catcher use both in democracies 
and authoritarian regimes. While authoritarian regimes typically nationalize 
and maintain control of their mobile telephone operators, the IMSI catcher 
makes interception of cellphone data more efficient, discrete, and immediate. 
As one security expert contends, “At this point, every dictator in the world is 
using this technology against its own citizens.”44 While this may be true, it is 
difficult to find public confirmation of such facts. Thus far, civil rights 
organizations and investigative journalists have taken the lead in 
ascertaining where and how IMSI catchers are used. For instance, Privacy 
International gained access to Swiss export records that indicated the 
distribution of IMSI catchers to Ethiopia, Indonesia, Qatar, Kuwait, Lebanon, 
Lithuania and Thailand in 2014 for a total cost of 5.2 million pounds (about 
$7.5 million). The sale of the devices across multiple continents suggests that 
state use is quite widespread.45 The ACLU has also mapped IMSI catcher 
deployment in states across the US and provided a list of all known agencies 
that use them.46 
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Cat and Mouse 
 
As IMSI catcher use proliferates, so do counter-responses to it. Such is the 
game of cat and mouse that characterizes technical innovation in the 
surveillance sector. Indeed, several IMSI catcher detection devices have 
already emerged. Publicly known counter-responses include the IMSI 
Catcher Catcher, which Karsten Nohl developed in 2007; Snoop Snitch, an 
Android app available on Google Play that Nohl’s German-based Security 
Research Labs created in 2014; and AIMSICD (Android IMSI Catcher 
Detector), an app that a group of self-described “privacy-minded folks” began 
to develop in 2012.47 In addition to these projects, ESD America’s $3500 
GSMK CryptoPhone 500i is capable of IMSI catcher detection.48 Research 
groups in Europe and the US are also currently developing other cell site 
simulator detection systems.49 
 
IMSI catcher use raises a host of critical issues, of which I have only scratched 
the surface here, but I want to close by briefly discussing three points. First, 
there is a tendency in surveillance studies to adopt a position of cynicism in 
relation to the post-9/11 expansion of surveillance. Such a stance assumes 
that state surveillance is a fait accompli and that little can be done to combat 
it. The popularization of the phrase “nothing to hide” ultimately reinforces 
this cynical position and, in effect, authorizes warrantless searching. The 
logic of this position is something like, “I know you’re going to search 
anyway, so go ahead. You won’t find anything illegal. I have nothing to hide.” 
Operating within such a mentality is problematic because it wrongly assumes 
that everyone is treated equally under the gaze of surveillance. The point 
here is that cynicism—the idea that “we are all being watched all the time 
anyway”—can only sustain a vague level of critique that reifies existing 
conceptions of observation (such as Big Brother or the panopticon). It 
neglects the dynamic particularities of surveillance technologies, as well as 
their multifarious uses and embodied affects. Further earnest, roll-up-your-
sleeve research on the socio-technical, political, economic, and historical 
aspects of surveillance technologies is needed to generate salient new 
theories of surveillance and power. 
 
Second, when it comes to the international diffusion of surveillance 
technologies like the IMSI catcher, paternalistic posturing often takes shape. 
Western liberals often assume that democratic nation-states are able to 
develop and use surveillance technologies “responsibly” because they have 
Constitutions, checks and balances, and the rule of law. According to this 
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logic, real problems only occur and people are only truly oppressed when 
authoritarian regimes deploy surveillance devices. Such an assumption is not 
only blind to the history of surveillance in Western democracies and its 
continuing uses against ethnic minorities; it also neglects the fact that many 
democracies flagrantly displaced their Constitutions in the name of 
counterterrorism after 9/11. In the US, the Patriot Acts have fundamentally 
changed law enforcement culture by broadening the definition and scope of 
legitimate and authorized searches, sometimes referred to as “function 
creep.” Given such developments, the argument that a rule of law serves as 
an important check on state surveillance power no longer holds, if it ever did. 
As Anthony Giddens powerfully argued thirty years ago, both Western 
democracies and authoritarian regimes have used surveillance technologies 
in totalitarian ways.50 The globalization of the IMSI catcher not only provides 
opportunities for the transnational study of surveillance in the age of the 
cellphone; it also demands a deeper analysis of “lawful interception” in 
Western democracies where use of the technology originated and is 
becoming more widespread. The recent terrorist attacks in Paris and San 
Bernardino, combined with the influx of refugees into Germany and other 
parts of Europe, is bound to intensify and expand IMSI catcher use in 
Western democracies. Tracking how the technology is used in such contexts 
is a critical research agenda.  
 
 

 
Video 1 Phone Hackers 
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Finally, one of the most troubling aspects of the IMSI catcher’s emergence has 
been the suppression of information around its use. To uphold Constitutional 
rights, it is essential that law enforcement agencies provide details about the 
surveillance technologies they use. They must also proffer evidence that they 
abide by the policies that circumscribe the use of such technologies. This 
means that the rise of the IMSI catcher is necessarily bound up in issues of 
technological literacy and the politics of knowledge. It is impossible to 
protect civil liberties if citizens remain unaware of the technical potential to 
undetectably intercept their cellphone data. To expand public knowledge of 
cell site simulators, a video called “Phone Hackers: Britain’s Secret 
Surveillance” features a news crew trying to ascertain whether the 
technology was used during a demonstration in London.51 The team wanders 
around the city, shifting attention between cell tower sites and a laptop 
running an IMSI catcher detection system. In the process, the team asks 
several police officers if they are aware of the technology, all of whom refuse 
to speak about it. The project compellingly reveals that the detection of cell 
site simulators is contingent upon a knowledge of cellphone infrastructure. 
Technological literacy is a crucial dimension of surveillance and counter-
surveillance. The video also enacts what I have called elsewhere an 
“infrastructural disposition” by staging encounters with cell tower sites and 
spectrum activity and publicizing details about their material properties and 
capacities52. If, as reports suggest, IMSI catchers have been found mounted 
on the light poles of defense firms’ parking lots in Washington DC; in Palo 
Alto, the capital of Silicon Valley;53 at Black Lives Matters protests in Chicago; 
and in the Anaheim skies above Disneyland, then further investigative and 
site-specific research are needed to understand the rise of the IMSI catcher 
and the politics of its uses.  
 
 
 
 
 
Author’s note: I am grateful to Daniel Grinberg and Lisa Han for helpful 
research and editorial assistance.  
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