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Getting To Know Your CSO - Bevan Daley

Background View on Leadership

Education: .
®—® BS- Electrical Engineer (Temple University) Foundational Core Values

MA — Information Systems (Webster University)

1. Do theright thing — Even when no one is looking
US Army — 4 Yrs Enlisted/ 20 Yrs Officer retiring after selection to 2. Take care of your Battle Buddies
Colonel — Paratrooper, Iraq, Afghanistan, White House 3. Never compromise your integrity

‘ Bank of America What defines you? How do you want to be defined? What is your leadership philosophy?

Technology Executive - Data Center Consolidation
Technology Business Risk Executive — Consumer Banking

@ TD Bank What | Believe is Important...What Helped Me Succeed...What |

Program Executive (Toronto) — Data Center Consolidation .
Look for in Leaders

Fis . . . . .
@ ®——® [T Group Executive — Mainframe, Storage, Compute, Database 1) Define success — personal and professional — directly influences work life balance

. . i 2) Haveaplanhow to get there 1, 3 & 5 years
IT Division Executive — Above plus Data Center Consolidation ’
P 3) Take the hard Jobs —Jobs no one else may want— Run To The Fire

8Y1 FIS 4) Be Fair
rs . ’ B
@ Chief Technology Officer — Above plus Networks, M&A, Engineering, 5) Leadership transcenfjs all —you don’t have to be the SME, butyou mus't deliver
Desktop Support, Corp Applications, Others 6) Surround yourself with people smarter than you — Accept that you don’t have all the answers

7) Remember — Every Problem Has A Solution— Bring solutions with your problems
8) Performance alone does not equal promotion...Performance + Scope + Span does

’ o FIS 9) Take care of your employees — they will take care of you
Chief Security Officer — Keep the Company Secure 10) Build a diversified network

11) All leaders are not managers, and all managers are not leaders. Be a leader

- 12) Ifyouare notchallenged - find something else to do if you want to grow

Chief Security Officer — Keep the Company Secure
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Trends and Asks

Convergence of Cyber Criminals and Nation State Attack Patterns and Tools

US Financial Institutions Identified as Priority Target For China

Ransomware & Theft of Intellectual Property (Not Just a Criminal Activity - Business Model)
Attack via Identity - Less About the 4 walls (Firewalls etc.)

Evolution of Phishing Attacks (Convergence of Phishing w/Spam)

Emerging But Here - Increased Use of Al

A e

How Can You Help?
Report - See Something, Say Something, Do Something

a) Don't Take Phishing Bait - Path to Installation of Malware and Workstation Compromise

b) Multi Factor Authentication - Authenticator App/Yubi Key - Key To Keeping the Threat Out

c) Social Engineering - Threat Path to Access via Legitimate Employee Credentials

d) Protect Assets - (Laptops, Mobile Phones, Tablets)

e) Business Email Compromise - Business Wire Fraud/Other Fraud

f) Breach Via 3rd Party Applications/Tools - (Vendor and Supply Chain)

g) Training & Enforcement - (Phishing, Social Engineering, Business Email Compromise, Insider Threat)
h) Completing Access Reviews - Right Access to Right Person
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Physical Security Commend Center
(PSCC): 833.459.SAFE (7233)

fnfsecurity@fnf.com

Security Operations Center (SOC)
SOC@fnf.com
phish@fnf.com

Report Phishing Button in Outlook
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